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DIRECTIVE 95/46/EC OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL
of 24 October 1995 on the protection of
individuals with regard to the processing of
personal data and on the free movement of
such data

1995 7 — X {REHES

COUNCIL FRAMEWORK DECISION
2008/977/JHA of 27 November 2008 on the
protection of personal data processed in the
framework of police and judicial cooperation

in criminal matters
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Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the
processing of personal data and on the free
movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation)

BRM—fix T — % (R#E#HRA (GDPR)

Directive (EU) 2016/680 of the European Parliament and of
the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data by
competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or
the execution of criminal penalties, and on the free movement
of such data, and repealing Council Framework Decision
2008/977/JHA
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Article 2 Material scope

LAasl, SHR SAEBNETRCLSAAZSOMBLL BN,
74V TS AV ITIRXTLD—RBI-T B EHE

Y d: X \ — pE1) o
This Re §u|at|on applles to the processin Fersonal data wholly or partly by
automate means and to the processing ot han by automated means of personal

data which form part of a filing system or are mtended to form part of a filing system.
2. ARBNL, RICHEBIFAEAT — X OB WIZITBER I Ly,

2. This Regulation does not apply to the processing of personal data:

(a) EUEOEBAZ TR WERICE T 2EAT — X OB,

(a) in the course of an activity which falls outside the scope of Union law;

(b) (B&)

(c) 2EMICEAN B XIIRERNDFEICH ITE2EBRAICLZBAT — X DB,
(c) by a natural person in the course of a purely personal or household activity;
(d) (B%)

3.-4. (B)
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5 3 5= I ED
Artm\e 3 Territorial scope

« 1. ARAJILZ., EU BROEEENIIHURE NS
%mwéﬁkﬁfbffén BAT—2 DEY
F’uiC N5, ZOHFE. ZOEIKWLA
Eummyiﬁ%f@ém%\ﬁﬁ ZOWTIE
0 75 LY,

« 1. This Regulation applies to the processing
of personal data in the context of the
activities of an establishment of a controller
or a processor in the Union, regardless of
whether the processing takes place in the
Union or not.

I rr
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U ﬂZWLMﬁ@&L\"ﬂfE%‘XHHﬁ&%‘Li6 EU %
djﬁhy\?&cc ﬁ%é%éo c72 L. BEkUEETD

. 2 Th|s Re ulat|on applles to the processing of personal data of data
subjects who are in the Union by a controller or processor not
estabhshed in the Union, where'the processing activities are related

. U@l@??ﬂi@ﬂyfé‘nﬂuﬂ—ﬁxwﬁﬁkﬁ? HX %
u COHA. T XEWICKIDNEKRIN B HENIC OV CIEMHA

. (a) the offering of goods or services, irrespective of whether a
ayment of the data subject is required, to such data subjects in the
nion; or

« (b) EUBATITON S T—2EHDITEIDERICEBIT S HUR L,

« (b) the monitoring of their behaviour as far as their behaviour takes
place within the Union.

3. (B&)
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3 4% Fx
ArUcle 4 Definitions

BIEE Hﬁ&%

-:uﬁﬁw,

« (7) 'controller' means the natural or legal person, public authority, agency or other
ody which, alone or jointly with others, determines the purposes and means of the
processing of personal data; where the purposes and means of such processing are
determined by Union or I\/Iember State law, the controller or the specific criteria for
its nomlnatlon may be provided for by Union or Member State law;

’ B DI I OEURLETTS BAA, EA. A
O [BiEk) ik BEEOLDIEAT =S ORELERTS BRA, KA, At

. ( ) processor means a natural or legal person, public authority, agency or other
body which processes personal data on behalf of the controller;

e Processor®MiREEIT [AIEE | L3N TWBZ L H 5,

ri =D [MEANEE IZ=FEREBCN, it (BE
%ZM%AALE%% - = %é\laﬁﬁ%&%%%J it g ittt (BEHE)
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21) ‘personal data’ means any information relating to an identified or identifiable natural person
(‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly,
in particular by reference to an identifier such as a name, an identification number, location data,
an online identifier or to one or more factors sEecn‘lc to the physical, physiological, genetic,
mental, economic, cultural or social identity of that natural person;

g&rmmmjtu\aimtiﬂfﬁcﬁx#c##bbf,@A?—ﬁxuﬁ —XDEFIC
jL I—E D1 |

KL PL (Y ALY 3 05, COERE, A0S, 5, BE. Bl
BE R e N e R S T s R S T
%ﬂxm%ﬁiﬁﬁ\%ﬁxmaﬁfﬁzkéﬁgo o

(2) ‘processing’ means any Oﬁeration or set of operations which is performed on personal data or
on sets of personal data, whether or not by automated means, such as collection, recording,
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction;

[AAT—=%] OFEERFBMD T THLD, [774 YT 2T L] BRLBBENH D I &
E%??EK%A%%&%&@&vE?@A%%JTﬁk%—&J?ﬁﬁ%K%—&th%#ﬂf
\d:\o

D e

[Exdk ] (ZERE D SEIE X T
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- %5 51 5 BEHERES

« Article 51 Supervisory authority

o 1 ZMBEE, ERWICEIT 2 BAADERNENIRVEBZIRET -0, KU E
iz C:ii#% LB TIEIET 7.0, ARMHIDEHTmMRI 085
EXE LIE TN b 7L Ly,

UO_O T48Z4 0 v

1. Each Member State shall provide for one or more independent public authorities
to be responsible for monitoring the application of this Regulation, in order to protect
the fundamental rights and freedoms of natural persons in relation to processing an

he fund
to facilitate the free flow of personal data within the Union.

1II

. BEEHERT | [T — X {REMEI | [DPA (Data Protection Authority | & Frain 3,
F%§4§7—§£vvaffiawi:a§%w( T3y a ] TS B
FIRESIORETH DT, EESHADBSEERICEASANT LA 2/, B
aur&x<@@gaﬁ D CHNBICO RS v s F B 75
CHALIACNIL (BHUE CEHICET 5E Zaw) , PAYVTHNILERT — KR
EEHRE (B S T9A NN —a1yvvar—) &,

s —DOOMET, EE - AHEEBOLSTAEBEL TLWA2DLAEETHIA, HiIcL->TIlE
%%g&éﬁﬁﬁgzt%%%oﬁzﬁ,%47L,E%%%%MM@£%%%5%%

e IBEHRAFICOWTHLEL TWAIEENH DA, HAETIEAEL,
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ArUcle 03 European Data
Protection Board

. %jEA”'J‘I‘Iv_"‘—71%a§‘%;§£12|§ﬁ5'“~.J:o'C EU DEIfkE LTERES N, EAREZEFETSH

« 1. The European Data Protection Board (the ‘Board’) is hereby established as a body
of the Union and shall have legal personality.

« 2.BMT—RRESFIERZRAEKRETE2EDET 5,
« 2. The Board shall be represented by its Chair.

3 M — R REAE SR INEED D L O DEBMEDE. BT — 2 REE I D
L A CERRR B EER QL POEFRIOR, BT~ 2R HE

« 3. The Board shall be Comé@osed of the head of one supervisory authority of each
Member State and of the European Data Protection Supervisor, or theirrespective
representatives.

. NREEIICH W, EHDEEE ARANZE D CIRTE D I‘ﬁﬁﬁ@ﬁki‘%%?ﬁé LTW3
%\ /.\Hﬁ%:z%b‘fiﬂﬂﬁﬁ p\%? IZHE > THEdp g%% LDET

« 4. Where in a Member State more than one supervisory authorlty |s respon5|b|e for
monitoring the application of the provisions pursuant to this R e%u lation, a joint
representative shall be appointed in accordance with that Member State's law.

« 5.-6. (B)
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« Guidelines on Consent under Regulation 2016/679 (wp259rev.01) ([EXE)
. guujgfll%gsnes on Transparency under Regulation 2016/679 (wp260rev.01) (EBAM,

« Guidelines on Automate? individual deC|S|on makm% and_Profjling for the pur 0ses
of Regulation 2016/679 (wp251rev.01) (A D BBFAE, 7 H J 7 %

* Guidelines on Personal data breach notification under Regulation 2016/679
wp250rev.01) (F—%EZ L%D)

« Guidelines on the application and setting of administrative fines (wp253). Now
including available language versions. GREE %)

« Guidelines on the Lead Supervisory Authority (wp244rev.01) (FZEETEHET)
. j@xu%g)elines on Data Protection Officers (‘DPOs’) (wp243rev.01) (DPO, T — X{R#EES
=)

« Guidelines on the right to “data portability” (wp242rev.01) (F—&KR—%ZEYU T 1)
. Gmd%hnes)on Data Protection Impact Assessment (DPIA) (wp248rev.01) (57— %1%
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5583 2% HlHE O — A
Article 83 General conditions for
imposing administrative fines

e 1.-3. (B%)
It - . BA10000 000 1—0H IFEETH
J:%%z%ﬂvraq‘b—%—bﬁw . DY NN FHEE LT

A, RICIBITAEERRIT,. $H218
§§b5§%¢§w§ﬁ%§ﬁ,
, in acccordance with paragraph 2, be

4. Infringments of the following provisions shall |

subject To administrative fines up to 10 000 000 EUR, or in the case of an
undertaking, up to 2 % of the total worldwide annual turnover of the preceding
financial year, whichever is higher:

- () B S, BLLE, F25 & Ep6 & By

H.\

]
174

C

C th cessor pursuant to Articles 8, 11, 25,
. 31, 32, 33, 34, 35, 36, 37, 38, 39, 42 and 43;

(b) 5542 SR OVEE43 5512 & 2 R D &S,

(b) the obligations of the certification body pursuant to Articles 42 and 43;
« (c) 41 54 HIC &L 2 EEREDOERS,

(c) the obligations of the monitoring body pursuant to Article 41(4).
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o REBERBEQERE, 2B, BA20000000 30, RUFLTHSGE, K

|—1 4/i—ca) EBLSH T o
5. Infrm%ements of the follow %p ovisions shall, in accordance vvlth Paragraph bgect to
administrative fines up to 20 000 000 UR or in the case of an underta king, up t of the total

worldwide annual turnover of the preceding financial year, whichever is higher:
(a) 85 5. 6 %, BT EXRUVEFEI XICLZ2EARAPIUEWERE (REOXREZET) .

§la) tgegbasic principles for processing, including conditions for consent, pursuant to Articles 5, 6,
and 9;

(b) B12 £Hh HFE22 FIL 2T — 2 EEDEF,

(b) the data subjects' rights pursuant to Articles 12 to 22;

(c) B44 £H B4 FICL 2 FE=ZEXIZIEREEOIBENDEAT — 25,
)

(c) the transfers of personal data to a recipient in a third country or an international organization
pursuant to Articles 44 to 49;

d) BIBICEDEHRRIN-MBEOENEIC K 2FR,
d) any obligations pursuant to Member State law adopted unter Chapter IX;
)4

558 4802 10 & 2 BRI £ 2B VICET BANE L = | < FRIRIEIRY
S 5 g R SRR G R B R UPE BT LG S TR
e

) non-compliance with an order ora temporar?/] or definitive limitation oné)r%cessmg or the
suspension of data flows by the superws ry authority pursuant to Article 5 or failure to
provide access in violation of Article 5

(
(
5
(
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« 6. Non-compliance with an orderg the supervisory

. S
authority as referred to in Article 58(2) shall, in |
is Article, be subject

0,05

O C

acccordance with paragraph 2 of th
to administrative fines up to 20 000 000 EUR, or in the
case of an undertaking, up to 4 % of the total worldwide

annual turnover of the preceding financial year, whichever
is higher.

e 7.-9. (BX)

. £78) (GDPR84%K) |3 &EEDEHE,
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. é\rttmle 5 Principles relating to processing of personal
ata

« 55 6 5 EEALEIR WL

« Article 6 Lawfulness of processing
« 55 7 X RIRDEMN

« Article 7 Conditions for consent
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55

B 5 EBAT —XDOEIEWIZEET 5 RE

Article b Principles relating to processing of

P

ersonal data
1. BAT—% L.

1. Personal data shall be:

XEEREDEMRICE LT, b NIEDDFERMEDH 5 FERTEY kb7l
%)c;t%bmﬁ e N R e A & ®

parent manner in relation to the data

pI’OC?SSGd lawfully, fairly and in a
rency');

subject lawfulness, Tairness and tran

%b) ) FFIE éﬂf \ Hﬂﬁﬁb\ﬁa_/fﬁﬁﬁ

CD

tran

nspa

7= |

% % ﬁﬁggf UM\\ Sholhol
=02 MR HR X 5 a Y

%%1 ac:% ORI EL: 2 aﬂwﬁ,ﬁ“cm;éﬂm\o (BHOBETD

(b) collected for specified, explicit and legitimate purposes and not further processed
in a manner that is mcompa’uble with those purposes; further processing for
archiving purposes in the public interest, scientific or hls‘Soncal research purposes or
statistical purposes shall, in accordance 'with Article 89(1), not be considered to be
incompatible with the initial purposes (‘purpose limitation");

HXUT&#’)#’L% By D whE Bos LT, BYITHY., BEELDHY . =/NBRICEE -
)’C WA T okab TN, (%‘ ?bUDE—/J\ﬂZUDE g = ?

(c % adequate, relevant and limited to what js necessary in relation to the purposes for
which they are processed ('data minimisation'):
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(dLaccurate and, where necessary, kept up to date; every reasonable step must be

taken to ensure that personal data that are inaccurate, having regard to the
Urposes f())r which they are processed, are erased or rectified without delay
accuracy');

e) UEZEANT—ZHEYIKbN2 BNICHELRHEABALWVWEHET, T —XFED

B0l “%ﬁ_ﬁ*%ﬁé:@ﬁﬁ ST L7 67“L\i % fﬁ‘t—ﬁotki ,,E EﬂT%T?Té nNTHEW

AL MEAT — X8 89 58 LIHICHE - o N DA IC B 1T 2 REHR. BIEE L <

T TR R R R Sk b R kR s ekt
A< - R b 2 2 Ei iy T HE AR FEHN DR

5@%%% 95, (REOHIFKORE]) =

(e) kept in a form which permits identification of data subjects for no longer than is

necessary for the purposes for which the personal data are processed; personal data
may be stored for longer periods insofar as the personal data will be processed
solely for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes in accordance with Article 89(r1) subjectto
Implementation of the appropriate technical and organisational measures required
Ey this Regulation ip order to safeguard the rights and freedoms of the data subject
'storage limitation');
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(f) processed in a manner that ensures appropriate security of
the personal data, including protection against unauthorised or
unlawful processing and against accidental loss, destruction or
damage, using appropriate technical or organisational
measures ('integrity and confidentiality').

2. BIEEIIE 1 THORBZAV., TOEBESZAARAIEEIC L AITN
EE SR € U NI e

2. The controller shall be responsible for, and be able to
demonstrate compliance with, paragraph 1('accountability')



5 6 5 @A Bk
Article © Lawtulness of processing

1Bk WIE, RICBIFT2 DL <CEH—DDIEENMERINDIHEICRY .. EEsd 5,
1. Processing shall be lawful only if and to the extent that at least one of the following applies:

(p) F— 2 EfhD, —ORFEBOBEDEHIDFHIcHEOEAT — 2 DEIRWCEAE%E 52 715

+ (a) the data subject has given consent to the processing of his or her personal data for one or
more specific purposes;

b

Sy

Q
N—r

BELSE, RISZHOREIO
Ho

« (b) processing is necessary for the Eerformance of a contract to which the data subject is party or
in order to take steps at the request of the data subject prior to entering into a contract;

o (c) BEENR S NEENEBEZETT 5720 ICBIRWHIRELRIEE,

. c)bproJE:essing is necessary for compliance with a legal obligation to which the controller is
subject;

o (d) TR EARXIIMOERANDERGHLEZRETS 27O ICRIFV D BELIFE,

« (d) processing is necessary in order to protect the vital interests of the data subject or of another
tural person;

L%%@jﬂ\ﬁx@%@%c:ﬁi S NI RRIERDITED 12D IITHh N 5 EHFDZXITICE W TERIR WL
N ENE N =

D

processing is necessary for the{)erf_ormance of a task carried out in the public interest or in
exercise of official authority vested in the controller;

50D
oD~
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(f) processing is necessary for the purposes of the legitimate interests pursued by
the controller or by a

third party, except where such interests are overridden by the interests or
fundamental rights and freedoms

of the data subject which require protection of personal data, in particular where the
data subject isa child.10

£ 1EFIER)SE. ANEEAESZ XTI HRICATEIRVICITER S AW,

Point (f) of the flrst subparagraph shall not apply to processing carried out by public
authorities in the performance

of their tasks

>4 (BR)

OSBRI CEETHED ERRT D AE NS, ARRABEAR OB
FEBD L S IR BONTNBER, T8 (RE) 12 VI (4 T
e A E AR A BB, e ;
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— T ~ (ICO "Lawful basis
for processwg --Legitimate

interests”)

e This can be broken down into a three-part
test:

- 1. Purpose test (BRITX F) :are you
pursuing a legitimate interest?

» 2. Necessity test (MWEMET X F) :is the
processing necessary for that purpose?

- 3. Balancing test (/x5 FRXF) :do
the individual's interests override the
legitimate interest?
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25| 7 (ICO "Lawful basis for processing --
| egitimate interests”)

Is legitimate interests likely to be
appropriate?

Post v
‘Live’ phone calls to TPS/CPTS

Marketing method

registered numbers X
‘Live’ phone calls to those who have

. X
objected to your calls
‘Live’ phone calls where there is no y
TPS/CTPS registration or objection
Automated phone calls ) 4
Emails/text messages to individuals
— obtained using ‘soft opt-in’ v
Emails/text messages to individuals

- . e X
— without ‘soft opt-in
Emails/text messages to business y

contacts
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Read more

Cookies
This website uses cookies. By using and further nawga!mg this website you accept this. Detailed information about the use of Close
cookies on this website is available by clicking on at
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v OK, tout accepter

En poursuivant votre navigation, vous acceptez le dépét de cookies tiers destinés a vous proposer des vidéos, des boutons de partage, des remontées de contenus de plateformes sociales

Protéger les données personnelles, accompagne ovation, préserver les libertés individuelles

Poser une question ou rechercher un article, une délibération... Q

&
o

COMPRENDRE VOS DROITS MAITRISER VOS DONNEES AGIR
Comment accéder a vos données personnelles, les Comment protéger sa vie privée dans le monde Comment faire valoir ses droits sur ses données
rectifier, les supprimer ? numeérique ? ou agir en cas de probléme ?

> Découvrir vos droits > Découvrir les bonnes pratiques > Découvrir vos moyens d'actions
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& | \ | T W T }
BILAN 2017 L'EFFET RGPD : UNE ANNEE DE g0 4 B { el | Tl
PREPARATION ACTIVE DE LA TRANSITION, : i 7 el \ -

DOUBLEE D'UNE TRES FORTE ATTENTE DES .
PARTICULIERS ET DES PROFESSIONNELS - - x gn ~BESOINDAIDE

Publié le 10/04/2018
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« The court supported all of the arguments put forward by the Privacy Commission.

« First, the court declared itself competent to rule on this matter. Facebook contested
the jurisdiction of the Belgian judges vis-a-vis its American parent company and its
Irish subsidiary. However, the Court found that it effe_ctlveIY has the jurisdiction to
evaluate whether Facebook Com}?lles with Belgian privacy legislation when it tracks
the browsing behavior of Internet users in Belgium.

« The Court also found that Facebook does not compllg/ with Belgian privacy legislation
on the basis of the investigation undertaken by the Privacy Commission.

« The investigation shows that Facebook collects information concerning all of us
when we browse the Internet. To this end, Facebook uses various technologies, such
as the well-known "cookies" or "soc_lal_p!uF—ms” (for example, the "like" or "share"
buttons) or also "pixels", which are invisible to the naked eye. It uses them on its
own website, but also and most importantly on websites of third parties. The
investigation reveals, for example, that even if you have never visited the Facebook
domain, Facebook is still able to track Iyou_r browsing behavior without you realizing it,
let alone want it, through these invisible pixels that Facebook has placed on more
than 10,000 other websites.

« The Court concludes, in line with the Privacy Commission, that Facebook (1)
does not suificiently inform users about the tact that it collects information
about us, on the nature of the collected information, on the use of this ]
information and on how long it retains this information and Z2) does not obtain
valid consent from users to collect and process all this information.
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In short, the Court orders, as requested by the Privacy

Commission, that:

Facebook must stop tracking and recording the browsing
behavior of persons browsing from Belgium as long as it does
not bring its practices in line with Belgian privacy legislation.

« Facebook must destroy all illegally obtained personal data.

« Facebook must publish the entire 84-paged judgment on its website
and must publish in Dutch- and French-Tanguage Belgian newspapers
the }_astt (tjhree pages of this judgment where the imposed measures
are listed.

» |f Facebook does not comply with this judgment, it will be forced to
pay a penalty to the Privacy Commission amounting to 250,000 euros
per day of delay, with a maximum of 100 million euros.

“Of course, we are very satistied that the court has fully ,
sgppor,z‘ejd our position. Facebook is currently conducting a big
advertising campaign through which it underlines its
commitment to privacy. , , ,

We hope it will put this commitment into practice’, says the
Privacy Commission.
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Article 7/ Cond|t|ons for consent

1.
AT
i o)
1. Where processing is based on consent, the controller shall
be able to demonstrate that the data subject has consented
to processing of his or her personal data.
2%—&£W@H VNI %*“T%iu:<@f Z 1D
%éi%??‘o _%@ﬁ?m 1-‘0”‘*'5 H LY,
i \ = :} = 4 7
S PN ¥ A (1 VYA AR 7
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2. If the data subject's consent is given in the Context of a

written declaratlon which also concerns other matters, the

request for consent shall be presented in a manner which is

clearly distinguishable from the other matters, in an intelligible

and easily accessible form, using clear and plam language. Any

Eart of siich a declaration which constitutes an infringement of
his Regulation shall not be binding.
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3. The data subject shall have the right to withdraw his or her consent
at any time. The withdrawal of consent shall not affect the lawfulness
of processing based on consent before its withdrawal. Prior to giving
consent, the data subject shall be informed thereof. It shall be as easy
to vv|thdravv consent as to give it.

B ABL NI LA L TR S o A
t §1# = %@E“ A @fyi 7 Y
a“jz?a Qﬁcau%ﬁéb\éﬁ\% SeT. %rgﬁ\i%n@
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4. When assessing whether consent is freely given, utmost account
shall be taken of whether, inter alia, the performance of a contract,
including the provision of a service, is conditional on consent to the
processing of personal data that is not necessary for the performance
of that contract.

?f
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D X3 Uy Article 9 Processing of

Speciaicategories 1‘ irsgﬂnal data
@_%\f e E%L%li%ﬁ%?aﬁ
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Processmg of personal data reveallng racial or

thnic origin, political opinions, religious or

phllosophlcal beliefs, or trade-union membership,
nd the processing of genetic data, biometric

data for the purpose of uniquely |dent|fy|n§

natural person, data concerning health or data

concerning a natural person's sex life or sexual

orientation shall be prohibited.
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2.5 1 EIZXRICIHBIT WA S 780,
2. Paragraph 1 shall not apply it one of the following

apphes
TZM\ —’DR i ;EZ"‘& i NI BRD7 0
g $ E /\;E% .,(u\% f:iﬁ
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(a) the data sub ect has given explicit consent to the
processmg of those personal data for one or more
SpeCI ied O|ourposes except where Union or Member State

[
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~——

1
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il
&

provide that the Prohlbltlon referred to in paragraph 1
may not be lifted by the data subject;
« (b)-(j) (B%)
e 3.-4. (BY%)
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Article 12 Transparent information, communication and
modalities for the exercise of the rights of the data
subject

e 1. BEEX, BISKFINIEILXZTEDLDDIHOLWWAIFHREUVELL £H HE22 £
g%%ﬁu%d<£%@5ﬁm%%&¢5tm@@g£%&%aeﬁhm@ﬁE%Q
T AZELHT S EH L Ry SR g aﬁﬁﬁnN@%cyéa¢#%
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« 1. The controller shall take a riate measures to provide any information referred

©
©
=
oo
©

e
to in Articles 13 and 14 and any communication under Articles 15 to 22 and 34
relating to processing to the data subject in a concise, transparent, intelligible and
easily accessible form, using clear and plain language, in particular for any _
information addressed specifically to a child. Thé information shall be provided in
writing, or by other means, including, where appropriate, by electronic means. When
requested by the data subject, the information may be provided orally, provided that
the identity of the data subject is proven by other means.

. 2. (B®)

Q
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« 3. The controller shall provide information on action taken on a request under
Articles 15 to 22 to the data subject without undue delay and in any event
within one month of receipt of the request. That period may be extended by two
further months where necessary, taking into account the complexity and
number of the requests. The controller shall inform the data subject of any
such extension within one month of receipt of the request, together with the
reasons for the delay. Where the data subject makes the request by electronic
form means, the information shall be provided by electronic means where
possible, unless otherwise requested by the data subject.

- 4 (B®)
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Article 13 Information to be provided where
personal data are collected from the data subject
o 1. T — X FIRIZMR T— XTI — RERE
kE=hies el TERE-AERA"
B T —REMRICRICIBIF AT NTOBEHR%E
T2LDET 5,

« 1. Where personal data relatin%_to a data subject
are collected from the data subject, the
controller shall, at the

« time when personal data are obtained, provide
the data subject with all of the following
information:

» (a)-(f) (B8)
2. (B%)
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Article 14 Information to be provided where
personal data have not been obtained from the

i
Jqtegupiect 5775\7 2 EED SEUE X /17 L
nA EmE I RICIBIT BIBERE T — & (I
h@b&fﬂi@b@b

* 1. Where personal data have not been
obtained from the data subject, the controller
shall provide the data subject with the
following information:

- (a)-(f) (Bg)
+ 2.-5. (B&)
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ArUcle 15 R|ght of access by the
data subject
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1. The data subject shall have the right to obtain from the controller confirmation as
to whether or not personal data concerning him or her are being processed, and
where that is the case, access to the personal data and the following information:
(a)-(h)  (B%)

2. (B%)

3. EEBEIFRIEWAET D TVLWARAAT —ZDERAIEHRITIEDET B, T —RXERKIC
et i R B 0 L
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NG i S > R BN S I Neag € i PR SRS s
TRBEENZHDET 2,

3. The controller shall provide a copy of the personal data undergoing processing.

For any further copies requested by the data sub%ect the controller may charge a
reasonable fee based on administrative costs. Where the data subject makes the
request by electronic means, and unless otherwise requested by the data subject,
the information shall be provided in a commonly used electronic form.

4. (B%)
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» The data subject shall have the right to obtain
from the controller without undue delay the
rectification of inaccurate personal data
concerning him or her. T_akmg%mto account the
purposes of the processing, the data subject
shall have the right to have incomplete personal
data completed, including by means of providing
a supplementary statement.
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Article 17 Right to erasure (right to be forgotten')

20
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1. The data subject shall have the right to obtain from the controller the erasure of personal data concerning him or
her without undue delay and the controller shall have the bllgatlon to erase personal data without undue delay

here one of the following grounds applies:
a) EAT—2 D PES NI ZOMERVOBEMICEL T, HZBEAT—2HH IEIPHRELWVIGE

a) the p%rsonal data are no longer necessary in relation to the purposes for which they were collected or otherwise
processed;

D) T2 K%1 B(a) BIULHY £%2 A £ AAECES CRBWORBEBEL. Aok LIC
B R A @ BRI KR RS L2 E ERR O [E % B B

=

o~ o~

5L f:\
(b) th (;ata subject withdraws consent on which the processing is based according to point (a) of Article 6(1), or
point (a) of Article 9(2), and where there is no other legal ground for the processing;

S & ‘) G EF_L’C HOEIRWICE L TEET 2 EMIRIA B WSS, RIFT—4%

(c) the data subject objects to the processing pursuant to Article 21(1) and there are no overrid] n)g legitimate
grounds for the processing, or the data subject objects to the processing pursuant to Article 216

(d) BAT— 2 DREICERY FbN-5E,
(d) the personal data have been unlawfully processed:;

(e)-(f) (B&)
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2. Where the controller has made the |oersonal data public and is obliged pursuant to paragraph 1
to erase the personal data, the controller, taking account of available technology and the cost of
implementation, shall take reasonable steps, including technical measures, to inform controllers
which are processing the personal data that the data subject has requested the erasure by such
controllers of any links to, or copy or replication of, those personal data.

3. B BEROE2 EHIZ, BUEWARICEBIT2VWINAICLERGE. BRINAL,
3. Paragraphs 1 and 2 shall not apply to the extent that processing is necessary:

(a)-(e) (HF)

SNONDEN | LTI IHERBLEA->TWLWAHDICIEZBEBEORNELH Y,
ORIV ORBFERYIGOME
(@GDPR17421B DA
PH2, DICDWTIEGDPREDMBETHR L, T—RREIRS FOMBEE L TRUNTEREIFF D LR
%% (Gocgle Spain S and Google Tnc. v. AEPD(C-131/12) CELI-fHBE A Y, = 5%7@0 ke

o
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« Google Spain SL, Google Inc. V Agencia
Fspafiola de Proteccion de Datos (AEPD),
Mario Costeja Gonzalez(Case C-131/12), 1
May 2014

ERIRHLIE T — X RS 124
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Espanola de
Proteccion de Datos
(AEPD)

Mario Costeja
Gonzalez
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Google BN BFEAED URL BRI UTE RAM 2 D—ETY,

IATOHR ~
BrFh Iz URL UOTZ hENZEE URL#

www.facebook.com 18,925 45,145
annuaire.118712.fr 13,027 16,762
profileengine.com 11,485 13,542
twitter.com 10,512 24,960
www.youtube.com 9,711 25,598
groups.google.com 8,522 17,531
plus.google.com 8,056 32,681
scontent.cdninstagram.com 7,491 13,080
badoo.com 5,765 10,614
www.wherevent.com 5,734 6,667
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Accueil Conseil d'Etat  Tribunaux & Cours  Décisions, Avis & Publications  Actualités

Accueil ' Décisions, Avis & Publications ' Décisions = Sélection des décisions faisant I'cbjet d'une communication...
19 juillet 2017

CE, 19 juillet 2017, GOOGLE . Décisions, Avis
INC. o & Publications

N° 399922

Décisions

Sélection des décisions

faisant l'objet d'une
communication particuliére

> Lire le communiqué

Le Conseil d'Etat statuant au contentieux (Section du contentieux, 10éme et
9&me chambres réunies) sur le rapport de I1a 10éme chambre de la Section du
contentieux

Séance du 28 juin 2017 - Lecture du 19 juillet 2017
Vu la procédure suivante :

Par une requéte sommaire, un mémoire complémentaire, un mémoire en
réplique ettrois autres mémoires, enregistrés le 19 mai, le 12 aodt, le 2
novembre et le 7 décembre 2016 et le 25 janvier et le 19 avril 2017 au secrétariat
du contentieux du Conseil d'Etat, 1a société Google Inc. demande au Conseil
d'Etat:
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Request for a preliminary ruling from the Conseil d'Ftat (France)
lodged on 21 August 2017 — Google Inc. v Commission nationale de
'informatique et des libertés (CNIL)(Case C-507/17)

* Questions referred

« 1. Must the ‘right to de-referencing’, as established by
the Court of Justice of the European Union inits
judgment of 13 May 2014 1 on the basis of the Er visions
of Articles 12(b2) and 14(a) of Directive [95/46/ Cﬁ of 24
October 1995, 2 be interpreted as meaning that a search
engine operator is required, when granting a request for
de-referencing, to deploy the de-referencing to all of the
domain names used by its search engine so that the links
at issue no longer appear, irrespective of the ﬁlace from
where the search initiated on the basis of the
requester’s name is conducted, and even it it is
conducted from a place outside the territorial scope of
Directive [95/ of 24 October 19957
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« 2. In the event that Question 1 is answered in
the negative, must the ‘right to de-referencing’,
as established by the Court of Justice of the
European Unionin the judgment cited above, be
interpreted as meaning that a search engine
operator is required, when granting a request for
de—referencmﬁ, only to remove the links at issue
from the results displayed following a search
conducted on the basis of the requester’'s name
on the domain name corresponding to the State
in which the request is deemed to have been
made or, more generally, on the domain names
distinguished by the national extensions used by
that search engine for all of the Member States
of the European Union?



« 3.  Moreover, in addition to the obligation
mentioned in Question 2, must the ‘right to de-
referencing’, as established by the Court of Justice of
the European Union in its judgment cited above, be
interpreted as meaning that a search engine
operator is required, when granting a request for de-
refe‘rencmig, to remove the results at issue, by using
the ‘geo-blocking’ technique, from searches
conducted on the basis of the requester’s name from
an |P address deemed to be located in the State of
residence of the person benefiting from the ‘right to
de-referencing’, or even, more generally, from an [P
address deemed to be Igcaﬁed in one of the Member
States subject to Directive 9_5/46/EC? of 24 October
1995, regardless of the domain name used by the
internet user conducting the search?
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ArUcle 18 Right to restriction of
processmg
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« 1. The data subject shall have the right to obtain from the controller restriction of processing
where one of the following applies:

. gr f%%bfl)\?’ Q@EEE@’E@&.:E’C?%HHFQW’C T—RERICL > TEAAT — X DIEHEMIC
_L bﬂf;ﬁlﬂo

+ (a) the accuracy of the personal data is contested by the data subject, for a period enabling the
controller to verify the accuracy of the personal data;

. %)) PEWHEETHY, T—REGD, BAT—RDHFEEICRHNTEIH00, HADFHIREERT

« (b) the processing is unlawful and the data subject opposes the erasure of the personal data and
requests the restriction of their use instead;

. § )E’Tﬁ%?ﬁ HXT}S’ZL\O) (ZBF L{E T ’}7 bl i’PM\%t LA WAD, JEREREOILEE, {TEX I
LD 7= 7£$ OEO’C/ ~5E.

+ (c) the controller no Ion%er needs the personal data for the purposes of the processm , but they
are required by the data su Ject for the establishment, exercise or defence of legal claims;

© L EREOEIENY TS THOTEEET 50BN ORESRAER, 7 5 A2
R L e B el o RAARRER = 7 AR

+ (d) the data subject has objected to processing pursuant to Article ( ) pending the verification
whether the legitimate grounds of the controller override those of the data subject.

. 2.-3. (B%)
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A ticle 20 Rignt to data portabilit
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« 1. The data subject shall have the right to receive the personal data concerning him or her, which
he or she has Pprovided to a controller, in a structure common|¥ used and machine-readable
format and have the right to transmit those data to another controller without hindrance from
the controller to which the personal data have been provided,

 where:

. WAYE6 ZR1 JA(a) 5 XI5 SfF2 H(a) SIS L DRIBICED (A, F6FELE()SICE
(%))i ﬁ’*ﬂtlz_\%’)% 5 %LSa)%\R/D B9 ZFE2H () FIC L DA 56 551 1A(b)=5

. g the processm% is based on consent pursuant to po
) or on a contract pursuant to point (b) of Article 6?1) an

o (b)) BIEWAEEIL EN/-FETETINTVLBIES,

« (b) the processing is carried out by automated means.

of Article 6(1) or point (a) of Article

GEENBEE, T siEy
=Eed 1217 N

« 2.In exercising his or her right to data portability pursuant to paragraph 1, the data subject shall
have the right™ to have the personal data transmitted directly from one controller to another,
where technically feasible.

o 3.-4. (B®)
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mD
(b) MIFWAEEML I NF-FETEITINhTWBIEES,
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Article 21 Right to object
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« 1. The data subject shall have the right to object, on grounds relating to his or her particular
situation, at any time to roces.smg of personal data concerning him or her which'is based on
points (e) or (f) of Article 6(1), including profiling based on those provisions. The controller shall
no longer process the personal data unless the controller demonstrates compelling legitimate
grounds for the processing which override the interests, rights and freedoms of the data subject
or for the establishment, exercise or defence of legal claims.

« 2. Where personal data are processed for direct marketing purposes, the data subject shall have
the right to object at any time to processing of personal data concerning him or her for such
marketing, which includes profiling to the extent that it is related to such direct marketing.

LI b= T4 Y IDENDEDHOBRBVICEZZBX 556, BAT—X3
N B,

« 3, Where the data subject objects to processing for direct marketing purposes, the personal data
shall no longer be processed for such purposes.

e 4.-6. (B%)
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Article 22 Automated individual decision-making,
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1. The data subject shall have the right not to be subject to a decision based solely
on automated processing, including profiling, which produces legal effects
concerning him or her or similarly significantly affects him or her.

2. BLIEITRICHEBIT 5 WINHDDOREICITEA I N7,
2. Paragraph 1 shall not apply if the decision:
(a) T—2 XM T—2EBEHR O 2R, XIIEBTICHELRRE,

(a) is necessary for entering into, or performance of, a contract between the data
subject and a data controller;

b) 7 — 2 EEDHER R O B I O M AR A RE T 5 7= OB AT EAESD b
), Tt BRI RU BRI O S E S e RS 5 L0 OB

(b) is authorised by Union or Member State law to which the controller is subject and
which also lays down suitable measures to safeguard the data subject's rights and
freedoms and legitimate interests; or

(c) T— R EFEOBRIERIRICED RTE,
(c) is based on the data subject's explicit consent

_
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3. In the cases

Int referred to in points (a) and (c) of para%raph 2, the data controller
shall implement sujtable  measures to safeguard the data subject’s rights and
freedoms and legitimate interests, at least the right to obtain "human intervention
on the part of the controller, to express his or her point of view and to contest the

decision.
g ""9*’:"21 a)5 Xl = i nd, T—2EAED}
m§§;= =897 XS R ) e EOE LI,
SHEFBDBEAT —RICE DDV TELT L 7L,

. hkz\‘I/E\‘(‘\'_‘H&b\“%_:

4. Decisions referred to in paragraph 2 shall not be based on special_cate%o ies of
personal data referred to in Article 9(1), unless point (a) or (g) of Article 9 25 apply
and suitable measures to safeguard the data subject's rights and freedoms and
legitimate interests are in place.

S5EEBIEBHAI NS D ?
o 22F1BEHEZHNM
o 22%11E(a)Z 4%
o 225A41BE MM
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ArUcle 24 Respon8|b|l|ty of the
controller

L%%m ﬁg D4l ﬁvufﬁk@ﬁﬂgvﬁmuﬁﬁéUzﬁwﬁ&&ﬂ%ﬁ&
o) B 1| (SHE > CHU (A ES ﬂfh\ézt%ﬁa&?ﬂzvaﬁﬁﬂﬁéﬁc&b i
LN ¥%§U@%Eﬁm%% Hﬁu %fwogﬂbﬁ%uﬁﬁéﬂ HEIZILCTERR

1. Taking into account the nature, scope, context and purposes of processing as well as the risks
of varying likelihood and severit for the rights and freedoms of natural persons, the controller
shall implement appropriate tec mcal and organisational measures to ensure and to be able to
demonstrate that processing is performed in accordance with this Regulation. Those measures
shall be reviewed and updated where necessary.

%X&L\ B@ﬁb’(ttfﬁ'b’(b\%@bti FIETED I WERIF, BEEICL > TEYART —2%
BT D %5&55%0) 95,

2. \Where proportionate in relation to processing activities, the measures referred to in paragraph
1 shall include the implementation of appropriate data protection policies by the controller.

3. (B&)
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Article 25 Data protection by design and by default

e 1 TIEKHE EHEDE \OME & =R
LA ReORBER. BRLORE, B, SIEIRY, ¥
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« 1. Taking into account the state of the art, the cost of implementation

and the nature, scope, context and purposes of processing as well as
the risks of varying likelihood and severity for rights and freedoms of
natural persons posed by the processing, the controller shall, both at
the time of the determination of the means for processing and at the
time of the processing itself, implement appropriate technical and
organisational measures, such as pseudonymisation, which are
designed to implement data-protection principles, such as data
minimisation, in an effective manner and to integrate the necessary
sa_fe%uards into the processing in order to meet the requirements of
this Regulation and protect the rights of data subjects.

e 2.-3. (B%)
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Article 27 Representatives of controllers or

processors not established in the Union

1. 83 £E2 \EAEASI NS HE. EEEXITHKREIZEU BAOKEAZEE THTR
Lainlda s,

1. Where Article 3(2) applies, the controller or the processor shall designate in
writing a representative in the Union.

o 2. HEEBIIRIHBITH5VWINADHEICITER I N,
« 2. This obligation shall not apply to:

. (a) 559 %t DT — 2 OEURW X IE510 & TEH 35 RLU AR
OIS T DR S R L T 5 A
%%%§% Ca ERERE T 29 RO Xy PR

« (a) processing which is occasional, does not include, on a large scale, processing of
special categories of data as referred to in Article 9(1) or processing of personal data
relating to criminal convictions and offences referred to in Article 10, and is unlikel
to result in a risk to the rights and freedoms of natural persons, taking into accoun
the nature, context, scope and purposes of the processing; or

« (b) ARIKEEE X IE I,
« (b) a public authority or body.
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T
. The representative shall be established in one of those Member States where the data subjects
e and whose personal data are processed in relation to the offering of goods or services to
e

or whose behaviour is monitored.
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or instead of the controller or the processor by, in particular, supervisory authorities and data
bje lc’g[s on all issues related to processing, for the purposes of ensuring compliance with this
gulation.
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5. Tfl1e de3|gnat|on of a representative by the controller or forocessor shall be without prejudice to
ga

legal actions which could be initiated against the controller or the processor themselves.
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« 1. Where processing is to be carried out on behalf of a controller, the controller shall use only
processors providing sufficient %uarantees to implement appropriate technical and organizational
measures in such a manner that processing will meet the requirements of this Regulation and
ensure the protection of the rights of the data subject.

© 2 EREL. FHORER AERED— M AEMOLT LI OREEFEFE L TEE DR,
R s B R R B R PP S L eSS B £ R e i e
%é§§%%§§%ﬂ€ﬁhﬂ%ﬁ%f\%htio%”ﬁ%tgﬁﬁﬁwxw lRaay
E 17X o

« 2. The processor shall not engage another processor without prior specific or general written
authorisation of the controller. In the case of general written authorisation, the processar shall
inform the controller of any intended changes concem_mg[the addition or replacement of other

processors, thereby giving' the controller the opportunity to object to such changes.

« 3.-10. (B%)
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Article 30 Records of processing

activities

C L REEERD,
3

« 1. Each controller and, where applicable, the controller’s

representative, shall maintain a record of processing activities under

its responsibility. That record shall contain all of the following
information:

« (a) BEEEOZEE EISEDOFEM, ZIT SHE. HRAEEE EEED
RN ICalRE g SRl ) )
- (a) the name and contact details of the controller and, where

) d. . -
apf[)hcable, the joint controller, the controller's representative and the
data protection officer;

R
o
&
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Y
CRuy
o

(b) B3R WL BRI,

« (b) the purposes of the processing:
(c) T—AREHROBEHEBAAT —XOBEEOHME,
(c)

c) a description of the categories of data subjects and of the
categories of personal data;



SEEIC BT AEEEEE D, AT — 2 FERENZXIEFARSN

b i
0

(d) the categories of recipients to whom the personal data have been or will be
disclosed including recipients in third countries or international organisations;

o) LT 2I8E F-ENFEREEARELAFRC L 2ESENIEBEEA~O
@g;;ﬁ%ﬁ?Ew&%%9%%1ﬁ%avﬁwaﬁaw%§?@ﬂ@é%%%u%
(e) where applicable, transfers of personal data to a third country or an international
organisation, including the identification of that third country or international

organisation and, in the case of transfers referred to in the second subparagraph of
Article 49(1), the documentation of appropriate safeguards:

() WEETHNIE, F— 2 BEZ £ OBEE TOFEE N2 HE,

((jf)tvvhere possible, the envisaged time limits for erasure of the different categories of
ata;

(g) AIge CHMNIE. 232 £H1 B TED 2 M A THEBN L S RERE OHE,

(g) where possible, a general description of the technical and organisational security
measures referred to in Article 32(1?

2. (B%, BUREICEIT 2HEE)
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The records referred to in paragraphs 1 and 2 shall be in writing, including in electronic form.

. 4 EI iﬁ}%&o FZLTHIBE. BEENTEREORBEAIZERICIE U TEiRks BEEHES
AANER FAIER 57 U,

« 4. The controller or the processor and, where applicable, the controller's or the processor's
representative, shall make the record available to the supervisory authority on request.

the
%1@ U2 B TESD %} 250 AEKiE% % LTU%&%X@@%L@L%@%QU 7=
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L%?%hA‘—ﬁ%@t B A R B At 0

« 5. The obligations referre to in paragraphs 1 and 2 shall not apply to an enterprise or an
organization employing fewer than 250 persons unle ss the processing it carries out is likely to
result in a risk to the rights and freedoms of data subjects, the processing is not occasional, or
the Erocessmg includes special categories of data asre ferred to in Article 9(1) or personal data
relating to criminal convictions and otffences referred to in Article 10.

s = 3013 BRNE ﬁ&U i ml&v%wﬁﬁ*c COBAIOBEAIZEL T,
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EP/J B2 1 2504 K0, Fm50000 1 — A RKME, ROFEROEENBROSEH43005 1 — 0 KiE
IMEREREE 504K, FEARUERDODEEBWREZDNDEET100077 1 —AKE
2%53%%% FERVFROEENBROAETI0EKME, 2007751 — ARG
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Article 37 Security of processing

o 1 FEKE EmOEEEH, BkLoME, s, XA HRY, JF
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« 1. Taking into account the state of the art, the costs of implementation
and the nature, scope, context and purposes of processing as well as
the risk of varying likelihood and severity for the rights and freedoms
of natural persons, the controller and the processor shall implement

n
propriate technical and organisational measures to ensure a level of
curity appropriate to the risk, including inter alia as appropriate:

« (a)-(d) (B®)
o 2.-4. (BX)
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Article 33 Notification of a personal data breach to
the supervisory authority

« 1. 1@

1]

&ie'/;—\%@\ (R
BiSICET 2R
 1.Inthe caseofap ; e controller shall without
undue delay and, where feasible, no han 72 hours after having
become aware of it, notify the personal data breach to the supervisory
authority competent in accordance with Article 55, unless the personal
data breach is unlikely to result in a risk to the rights and freedoms of
natural persons. Where the notification to the supervisory authority is
Qoi[ made within 72 hours, it shall be accompanied by reasons for the
elay.

D@ O
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onal data bre?ch, th

- ABADGE, £2% [BEEEHEE] L LTHEINELIVDN?
. %Lsidelines on The Lead Supervisory Authority, wp244rev.01 en (FEESE 4
ES

Fi?‘:%%ﬁ_ YITEEEE L < [ZBULEDE—DEZEpTo BSE#
(GDPR56§§fﬁ SpES k& D& 2T 0D B MRS |
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2. The processor shall notify the controller without undue delay after becoming aware of a
personal data breach.

3. FIETCEDHIZBEMIVELLEDLRICEBITZ2FEASEING ITNIER S DU,
3. The notification referred to in paragraph 1 shall at least:

(@) AAT —REBEOME DR, AIRETHNIL, BET 5T — X EEROEIE R OB N ICBSES
Y s iy ML N = g - =
(a) describe the nature of the personal data breach including where possible, the categories an(]gl

approximate number of data subjects concerned and the ca?egories and approximate number o
personal data records concerned;

(b) T — 2 REF 7 4 H —DERERUFHAEELEXIE LY BRI AF TE 2 DABERESLDBA

(b) communicate the name and contact details of the data protection officer or other contact
point where more information can be obtained;

(c) BMAT—XEEICET 2RIV EI[EROLR,
(c) describe the likely consequences of the personal data breach:

d) BAT —SEEICHUNT 2 HICERBEICLSTRONTWANIFEOND Z & ABRE NN
%EO)EBSFEO AL N )\?f—ﬂ@%t:i IR B EEE Y S %%f:b@i#’ﬁﬁ% 2T

4.-5. (B%)
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Article 34 Communication of a personal data
breach to the data subject

— E'Eyf;\ NN DIER]
£A7E§1R ELLRENRTY %

T—agﬁu%\%Lanwnu

« 1. When the personal data breach is likely to result in a high
risk to the rlghts and freedoms of natural persons, the
controller shall communicate the personal data breach to the
data subject without undue delay.
REZEDHE

'2$x 2l BCED DT — R EAADBHIT T —
N ke *f%#ém DRy 2534
q&o& ﬁm%mtkﬁivu%ﬁgﬁgét%

. 2 The commumcatlon the data subject referred to in
Paragraph 1 of this Arti C| shall describe in clear and plain
anguage the nature of the personal data breach and contain at
least the information _and the recommendations provided for in

points (b), (c) and (d) of Article 33(3).
e 3.-4. (B%)
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Article 3b Data protection impact

assessment

o 1 BFICHTI-BHINZHWALREDHATEBOEFI WA, FD

xgxgﬂfgﬁﬁﬁg?ﬁ@@%%%@@fxéﬁkg
ﬂ@@?k%U&? LCSE2REEN & 250 B

gL B LT AR Y SY e CIA
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« 1. Where a type of processing in particular using new
technologies, and taking into account the nature, scope,
context and purposes of the processing, is likely to result
in a high risk to the rights and freedoms of natural
persons, the controller shall, prior to the processing, carry
out an assessment of the impact of the envisaged
processing operations on the protection of personal data.
A single assessment may address a set of similar
processing operations that present similar high risks.

e 2.-11  (B&)
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Article 37 Designation of the data protection
officer

1. BEEROCNEE (L, RICBIFA2VWINHIDOFEICIE, T—2REF 74 P —%BEZLATNIEAR LRV,

1. The controller and the processor shall designate a data protection officer in any case where:

(a) BIR WA ARIBEEI N IEERIC L > TITh N %455, 7272 L. RIRRENZ H &I L=HHImOTR %R <,

(a) the processing is carried out by a public authority or body, except for courts acting in their judicial capacity:;

%) Bl ESUE GJEFI‘\K%\%fJ"g %GJ'I%E\ ERHEEAKRY/XIZEHMICE > T, AREICT—XFEDOELHNHD
pd kS > % o

e HY 730 an w [=)

(b) the core activities of the controller or the processor consist of processing operations which, by virtue of their
natllJre, their scope and/or their purposes, require regular and systematic monitoring of data subjects on a large
scale; or

(c) the core activities of the controller or the processor consist of Proce_ssi_ng on a large scale of special categories
of data pursuant to Article 9 and personal data relating to criminal convictions and offences referred to in Arficle 10.

2.-3. (B%)

EBLIEBCTEDSHALNTE, BEEE L {I3EURE X |3 HE NEEDSHFZ2AERT 5 ZOMDE
Li\ %—71%E§*§?é—%1fﬁ _ <\ U; 17 D= S \_ L oid, ap AN y
LIE W, 7T —XRET /7 4 T —[I 32N OB E A XL EXIK HIRDTZHITTENS 5T ENTE 5,

4. In cases other than those referred to in paragraph 1, the controller or processor or associations and other bodies
representing categories of controllers or processors may or, where required by Union or Member State law shall,
designate a data protection officer. The data protection officer may act for such associations and other bodies
representing controllers or processors.

5.-7. (&)
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P38 5 T —XIRFEF T 4 B — DOHL
Article 38 Position of the data protection officer

gl %EUHRT&% . T = &I% FT7 AV —PMEANT —RREICET 2T XTOMEIC, BYHD
E 52k atER RIFNIER SR,

. The controller an d the processor shall ensure that the data protection officer is involved,
roperly and'in a timely manner, in all issues which relate to the protection of personal data.

. ;H@% 0)%2% %’* 9 ETED BEBET BT T ARES 7 15— ETEL B
E— n_EL)(‘L% ?T

?0) H (NEX @ﬁ7
S {3 g;ﬁ%fﬁ? N gfaéﬂ6%& 55!
e

The controller and processor shall support the data protection officer in performing the tasks
referred to in  Article 39 by providing resources necessary to carry out those tasks and access to
personal data and processing operations, and to maintain his or her expert knowledge.

(_
| D‘oo [\T/

N

o 3 EBENINIBEIT ﬁ1%'%7r74*f @ﬁmﬁﬁtf%b IR ZEZI TRV &
gl ey el Pl o REE e
A - = + =k o Yo D Ay 'o ANV

T EEENILE T&%ODEm L~ bwlﬁﬁ%é%tié?ﬁﬁ%?% HbDET 5,

« 3. The controller and processor shall ensure that the data protection officer does not rece|ve a 3/
instructions regarding the exercise of those tasks. He or she shall not be dismissed or pena ise
b the controller or the processor for performing his tasks. The data protection officer shall
d ctly report to the highest management level of the controller or the processor.

. — X ERIL X FIEDOEA DB WK O AR B E D < HEF D FET TETRTORE
AT - oy ar ES i 0 S e R =

» 4. Data subjects may contact the data protection officer with regard to all issues related to
processing of their personal data and to the exercise of their rights under this Regulation.
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5. The data protection offi Il be bound by secrecy or confidentiality concerning
the performance of his or ks, in accordance with Union or Member State law.

§ PR AREF 7 (- ORBRUBBERGI B LATE S, EEE SR
Z1FLEZ =Dz 2R ) A ALY AN

6. The data protection officer may fulfil other tasks and duties. The controller or
pr{)ces%or shall ensure that any such tasks and duties do not result in a conflict of
Interests.

[DPOIZ, BAT—XDINBOENRVDFEESRET AMMUEET LI EIETELSL
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(5R45 & TMHEREICED K B
Article 45 Transfers on the basis of an adequacy
_decision

e 1. EEXIZEEEE~NDEANT — X DBERlE, Z
%;3\%—§£W®ﬁﬁﬁt<@—3%¢<u 24
@%Eéﬂtﬁﬁ\ﬂui%ﬁggﬁﬁﬁﬁbf )
RLNILTIRIEL TWAD ERRINEESDATE L1235 E
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« 1. A transfer of personal data to a third country or an
international organisation may take place where the
Commission has decided that the third country, a
territory or one or more specified sectors within that
third country, or the international organisation in
guestlon ensures an adequate level of protection.

uch a transfer shall not require any specific
authorisation.



2. RELANLDO+OMZTMT S & &, BNEERIT. RICHBIT2EZZZHICE
B LA TERE bR,

2. When assessing the adequacy of the level of protection, the Commission
shall, in particular, take account of the following elements:

(a) FEDXAL, ANMERUVEANBEHOEE, 1K, Eh. EROZERUVHIEEL

WCBEAAT—Z~ADORHBEDT 7R ICEAT 3 H D28 —KHNEXIZFEFE
DEEES RV Z DET, BEZEXIIEEEBE~NDEAT—2 OBBERICBIEL,

S B =E X ISEFREEIC & > TESF &1 3 RERVHBLERT CICHRETD D H
TADH 2T — 2 EHOENESTT — 2 RERT, FPINBERVRSIE,
BEAT—2HBEIND T — 2 EEDHOMENLTRERVAEEOSFHE
B,

(a? the rule of law, respect for human rights and fundamental freedoms,
relevant legislation, both general and sectoral, including concerning public
security, defence, national security and criminal law and ~ the access of public
authorities to personal data, as well as the implementation of such legislation,
data protection rules, professional rules and security measures, including
rules for the onward transfer of personal data to another third country or
international organisation which are complied with in that country or
international organisation, case-law, as well as effective and enforceable data
subject rights and effective administrative and judicial redress for the data
subjects whose personal data are being transferred;
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o« (b) T — X REHRTEETDREROCAITIE BT LRITERICHS 28
T, T —XEEDVEMNZITET HRICINZZIET Z2XIEINISK LB
E9551FE. RO MBEEOEEEE EHET 285E2HFI 2H=EFI
BT 2 =2 XIFELOIMIL L /BB, XIZEBEEEIME S N EE
PEEA DRI K RN AR T 1%,

« (b) the existence and effective functioning of one or more independent
supervisory authorities in the third country or to which an international
organisation is subject, with responsibility for ensuring and enforcing
compliance with the data protection rules, including adequate
enforcement powers, for assisting and advising the data subjects in

exercising their ri%\f)lts and for cooperation with the supervisory
authorities of the Member States; and

« () AXZBE=EHE L IZEEBEBA AL TW 2 EBENBIRS, FICHEA
T —RREICET B EMWR IO H B 1E1T7E L < ITEEXED b XL,
ZERBNIEHBICE T IHE~NOSMA LEL 5 X DMERS,

« (c) the international commitments the third country or international
organisation concerned has entered into, or other obh%atlons arising
from legally binding conventions or instruments as well as from its

articipation in multilateral or regional systems, in particular in relation
o the protection of personal data.

« 3.-9. (E)



\aximillian Schrems v Data

Crotection
Commissioner(C-362/14)

(interpretation of Directive Art.25-26)

 ---in the light of Articles 7, 8 and 47 of the Charter
of Fundamental Rights of the European Union

 ---the term ‘adequate level of protection’ must be
understood as requiring the third country in fact to
ensure, by reason of its domestic law or its
international commitments, a level of protection of
fundamental rights and freedoms that is
essentially equivalent to that guaranteed within
the European Union by virtue of Directive 95/46
read in the light of the Charter.
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the Charter of Fundamental
Rights of the European Union

e Article 7

« Respect for private and family life

« Everyone has the right to respect for his or her
private and family litfe, home and communications.

e Article 8

« Protection of personal data

« 1. Everyone has the right to the protection of
personal data concerning him or her.

« 2. Such data must be processed fairly for specified
Eurposes and on the basis of the consent o _
heperson concerned or some other legitimate basis

laid down b% law. Everyone has the right of access to
data which has been collected concerning him or her,
and the right to have it rectified.

« 3. Compliance with these rules shall be subject to
control by an independent authori
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H46 X BY L RERE IE - -
Article 46 Transfers subject to appropriate
\gafeguards

J

c 1 EEA5 SE3EIC L DREAL VAL, BEE N ILIUEREH
BY R REREZIRELTE Y., ITHH DT — X EERDIER]
ROT—XERICET 2R ENRENF AR EEAIRRET
HHGEICEY . BEENITEIRE 35 = E XIS E PEEEE 1 (E
AT —R%aBETHIENTE S,

« 1. In the absence of a decision pursuant to Article 45(3), a
controller or processor may transfer personal data to a third
country or an international organisation only if the controller or
processor has provided appropriate safeguards, and on

condition that enforceable data subject rights and effective
legal remedies for data subjects are available.

« 2. F1IEBTED2BEYULREREIL. BEEEED S DT DR
B EHT . RICBITAHAEDICE-THELLOSNTE LU,




2. The a ]propri_ate safeguards referred to in paragraph 1 may be
provided tor, without requiring any specific authorisation from a

supervisory authority, by:
(a) DNRUBEBI N IZMER OERN\R A XITBITH DO H % EKENE,

(a) a Ie_{gally binding and enforceable instrument between public
authorities or bodies;

(b) BAT &It > T-HFRAIEEEEER,

(b) binding corporate rules in accordance with Article 47:

(c) BIBXF2ETCTEDHIEBEFHICIE > THINEERIZ L - TEHIR
SNT-IBET—RRERIE,

(c) standard data protection clauses adopted by the Commission in
accordance with the examination procedure referred to in Article

93(2):

(d) BEEHEICK > TRIREh, BB RF2ETEDHIEEFHICL
YERIMBERICL > TRRENEBET — 2RERIE,

(d) standard data protection clauses adopted by a supervisory
authority and approved by the

Commission pursuant to the examination procedure referred to in
Article 93(2):
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- (e) BYILRERE (7T —XEHEROEFNICEET LI ZEL) &
AT 570 05 =—EOEEEXIZEIRE OWRAD KR OHIT
DH DI EFE ST BA0 LIZ L DAEARINI-ITEIHRE, XiT.

« (e) an approved code of conduct pursuant to Article 40
together with binding and enforceablecommitments of the
controller or processor in the third country to apply the
appropriate safeguards,including as regards data subjects'
rights; or

- (f) BULREEE (T—XFROEFNICETZZLEED) %
AT 57005 =—EOEEEXIFEIRE OWR D KR OHIT
DD EST-, BA2 FIC K BEGEINT-FEAEAX =X L,

e (f) an approved certification mechanism pursuant to Article 42
together with binding and enforceablecommitments of the
controller or processor in the third country to apply the

ap Jr[opriate safeguards,including as regards data subjects'
rights.

e MEXDSCCIFRBIEEICL > TGDPRIZEWTHER,
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SCCDIEETHER & N EYLE

Commission Decision C(2004)5721

"SET II” Standard contractual clauses for the transfer of personal data from the Community to
third countries (controller to controller transfers%

Il. Obligations of the data importer
h) It will process the personal data, at its option, in accordance with:
i. the data protection laws of the country in which the data exporter is established, or

i the relevant provisions of any Commission decision Fursu_ar;t to Article 25(6) of Directive

95/46/EC, where the data importer complies with the relevant provisions of such an authorisation

or decision and is based in a country to which such an authorisation or decision pertains, but is

go% covered by such authorisation or decision for the purposes of the transfer(s) of the personal
ata, or

iii. the data processing principles set forth in Annex A.

Data importer to indicate which option it selects:

Initials of data importer: :

V. Law applicable to the clauses

These clauses shall be governed by the law of the country in which the data exporter is
established, with the exception of the laws and regulations relating to processm%ao’r the personal

data by the data importer under clause II(h), which shall apply only’if so selected by the data
importer under that clause.
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Data Protection Bill [HL] 2017-19

Type of Bill: Governmen t Bill

Sponsors: Lord Ashton of Hyde
Department for Digital, Culture, Media and Sport
Matt Hancock
Department for Digital, Culture, Media and Sport

Progress of the Bill

Bill started in the
House of Lords

House of Lords House of Commons
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Next event
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Read debates on all stages of the Data Protection Bill [HL] 2017-19
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LEGISLATIVE TRAIN
CONNECTED DIGITAL SINGLE MARKET

PROPOSAL FOR A REGULATION ON PRIVACY AND ELECTRONIC COMMUNICATIONS

2015|089

i

I Departed
Strengthening online users’ trust is necessary for the development of a digital single market. This includes ensuring a high level of
privacy and personal data protection.

A Proposal for a Regulation on the respect for private life and the protection of personal data in electronic communications has been
published the 10 January 2017 in order to update the existing 2002 legislation. Other measures include a regulation on data

B EFIFERSETE S VRS T L
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Among the changes introduced with the reform, the
proposal now includes in_its scope other market-players
using the internet (e.g. OTTS?_, with the aim of ensuring a
level playing field for companies. The objectives of the
review include:

Enhancing security and confidentiality of communications,
while reducing unjustified barriers to the free flow of data.

Defining better and clearer rules on tracking technologies
such as cookies.

Addressing fragmentation of legislation across Europe.

Consistent enforcement of e-Privacy rules by
independent Su[gerwsory authorities already competent to
enforce the GDPR.
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« Although the file is among the priorities of the Bulgarian Presidency,
discussions seem still to be required within the Council. Trilogues did
not start yet but are expected to start during the current semester.
Issues under analysis regard in particular the grounds for data
processing, other than consent, as well as the applicability of the new
provisions to service providers assisting competent authorities for
national security purposes or the concept of public interests grounds
justifying restrictive measures. A revised text by the Council has been
debated in March 2018 within its vvo_rkmﬁqpart configuration §TELE :
with clarifications on some aspects like the link with the GDPR, the
consent requirement, the applicability to ancillary services and to
machine-to-machine communications. The Council Presidency has
]proposed a new revised text in April. In particular, discussions seem

ocused on how the new rules should apply to communications
content and to meta-data (Permitted processing of communications
data, Art 6), to the protection of the terminal equipment (Art 8), on
privacy settings (Art 10) as well as on restrictions to obligations and
rights (Art 11). A General Approach is not expected before summer.

 Therefore, the proposed date of 25 May 2018 for the entry into force of
the new regulation seem difficult to achieve.

2018/05/19 BHERAEEETIR S VR T LA 141



Proposal for a Regulation of the European Parliament and of the Council
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Article 6

gezfm/z‘z‘ed processing of electronic communications
ata

Article 8

Protection of end-users' terminal equipment
information stored-n-terminat-equipment-of-end-
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e Article 16

« Unsolicited and Ddirect marketing
communications
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