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APEC-CBPR

 APEC Privacy Framework
— For Interoperability
— APEC Privacy Framework Principles

PREVENTING HARM

NOTICE

USES OF PERSONAL INFORMNATION
CHOICE

INTEGRITY OF PERSONAL INFORMATION
SECURITY SAFEGUARDS

ACCESS AND CORRECTION
ACCOUNTABILITY



APEC-CBPR(Cont.)

* APEC COOPERATION ARRANGEMENT FOR CROSS-
BORDER PRIVACY ENFORCEMENT(CPEA)

— Enforcement network during DPAs
* AU, CA, HK, JP, MX, NZ, SG, US
— Participation of DPA to CPEA is the requirement of CBPR
e Cross Border Privacy Rules(CBPR)
— Certification system
— Participating economy
* CA,JP, MX, US

— Accountability Agent(AA)
e JP(JIPDEC), US(TRUSTe)




N

Australia 6-7 Nov 1989

Brunei Darussalam 6-7 Nov 1989
Canada 6-7 Nov 1989
Chile 11-12 Nov 1994 \ /T
People's Republic of China 12-14 Nov 1991
Hong Kong, China 12-14 Nov 1991
Indonesia 6-7 Nov 1989 LY \ .
Japan 6-7 Nov 1989 -
Republic of Korea 6-7 Nov 1989 ’ '
Malaysia 6-7 Nov 1989 ?
Mexico 17-19 Nov 1993
. . B New Zealand 6-7 Nov 1989 f_. ; :
APEC Economles In ASIa Papua New Guinea 17-19 Nov 1993 ¢ : . 3
[l APEC Economies Peru 14715 Nov 1998 G p
. CPEA Participants The Philippines 6-7 Nov 1989 Y .
Russia 14-15Nov 1998
[ CBPR Participants
Singapore 6-7 Nov 1989 o 4 0
Chinese Taipei 12-14 Nov 1991 Q A B
Thailand 6-7 Nov 1989 )‘ +
The United States 6-7 Nov 1989 \
Viet Nam 14-15 Nov 1998

Created with mapchart.net ©



Structure of the APEC Cross Border Privacy Rules (CBPR) system

ECONOMY “A” ., Letter of Intent to Participate in the CBPR system APEC Electronic Commerce Steering Group Chair

v" Confirm participation in the CPEA

v Confirmintent to use of at least one APEC-recognised

3 Accountability Agent
DESIgnatEd APEC v Describe Izvsind regulations that apply to CBPR system
L S S ﬁ Data Privacy Subgroup Chair
Government Delegate activities of an Accountability Agent &y group

v Complete APEC CBPR System Program Requirements
Enforcement Map

Joint Oversight
Notification of Intent to Participate in the CPEA | Panel (JOP)

CPEA
Administrators

Privacy Enforcement 7 Confirm that age ncy.meets definition of. F‘.EA -
hori v’ Letter from appropriate government official verifying
Authority agency’s authority status

¥" Supply contact point
¥" Provide statement of practices, policies and activities
Application for Accountability Agent through
Nomination or Notification
= v" Information about locationin a CBPR system

Accountability S LllEle s AR

participating Economy, or being subject to jurisdiction
Agent otherwise.

v" Description of how the Accountability Agent

Recognition Criteria have been met.
v Demonstration of how intake and review processes

\ meet CBPR Program Requirements APEC Member Economies

¥ Map (if not using APEC intake document and program
requirements)
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O)CBPRs

CROSS BORDER PRIVACY RULES SYSTEM

CROSS BORDER PRIVACY RULES SYSTEM
AAA

For Business

The ability to exchange information across country borders is a fundamental tool for business in the global digital
economy. This can be particularly challenging as privacy laws differ from country to country. The APEC Cross
Border Privacy Rules (CBPR) system helps bridge those differences by providing a single framework for the
exchange of personal information among participating economies in the APEC region.

There are currently three participating APEC CBPR system economies: USA, Mexico and Japan, with more
expected to join soon. Additionally, the APEC Electronic Commerce Steering Group (ECSG) and the EU Article 29
Working Party have produced a common referential for the requirements of the APEC CBPR system and the EU
Binding Corporate Rules.

How can the APEC CBPR system help your business?

The APEC CBPR system bridges differing national privacy laws within the APEC region, reducing barriers to the
flow of information for regional trade. Also, by promoting your adherence to a standard of best practices, you
can demonstrate your commitment to consumer privacy.

Interested in becoming APEC CEPR certified?

APEC CBPR certifications are conducted by APEC CBPR system recognised Accountability Agents, which certify
that organisations comply with the CBEPR Program Requirements. In the process, Accountability Agents will use
either the CBPR Intake Questionnaire OR, if it is using its own approved procedures, another intake document.

To be APEC CBPR certified, your company (or other entity) must be subject to the laws of one or more APEC CBPR
system participating economies. There must also be at least one Accountability Agent offering its services in your
participating economy or economies. There are currently four participating APEC economies: USA, Mexico,
Japan and Canada.

How can personal information processors demonstrate their accountability?

The APEC Cross Border Privacy Rules (CBPR) system, finalised in 2011, only applies to personal information
controllers ("controllers”), as the APEC Privacy Framework (the Framework), pursuant to which the CBPR system
was created, also applies only to controllers.

The Privacy Recognition for Processors (PRP) is designed to help personal information processors ("processors”)
demonstrate their ability to assist controllers in complying with relevant privacy obligations. The PRP also helps
controllers identify qualified and accountable processors. The PRP intake questionnaire sets forth the baseline
requirements of the PRP against which an APEC-recognised Accountability Agent will assess a processor seeking
recognition. To receive such recognition, the processor must meet this baseline set of requirements.

The PRP system was endorsed by APEC in February 2015, and will be operationalised in the coming months with
further guidance for potential participating Member Economies and domestic Accountability Agents. For more
information about this system, please see the Purpose and Background document.

* CBPR system certification is for personal information transfers between participating APEC economies. Please note
that some economies may have higher internal privacy standards and impose additional requirements on
businesses that are subject to their jurisdiction.

About CBPR system | Glossary | Privacy in the APEC region | News | Privacy Statement | Contact us
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CBPR intake questionnaire

* ACCESS AND CORRECTION (QUESTIONS 36-38)

* The questions in this section are directed towards
ensuring that individuals are able to access and correct
their information. This section includes specific conditions
for what would be considered reasonable in the provision
of access. Access will also be conditioned by security
requirements that preclude the provision of direct access to
information and will require sufficient proof of identity
prior to provision of access. The details of the procedures
by which the ability to access and correct information is
provided may differ depending on the nature of the
information and other interests. For this reason, in certain
circumstances, it may be impossible, impracticable or
unnecessary to change, suppress or delete records.
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CBPR intake questionnaire(Cont.)

« ACCESS AND CORRECTION (QUESTIONS 36-38)(Cont.)

* The ability to access and correct personal information, while
generally regarded as a central aspect of privacy protection, is not
an absolute right. While you should always make good faith efforts
to provide access, in some situations, it may be necessary to deny
claims for access and correction. “Qualifications to the Provision of
Access and Correction” sets out those conditions that must be met
in order for such denials to be considered acceptable. When you
deny a request for access, for the reasons specified herein, you
should provide the requesting individual with an explanation as to
why you have made that determination and information on how to
challenge that denial. You would not be expected to provide an
explanation, however, in cases where such disclosure would violate
a law or judicial order.
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New multistakeholder expert group to
support the application of the GDPR -
call for members

15/05/2017

Deadline: 2 June 2017

DG JUST is establishing a new multistakenolder expert group to support the application of the General Data
Protection Regulation (GDPR). The group will consist of academic, legal practitioners, as well as business and civil

society representatives.

More information

« The call for members is open until 2 June and can be found online
+ Information about the group can be found at the following website

About us

About DG Justice and Consumers

Transparency
Meetings of Director-General

Meetings of Secretary-General

FHEHIRS

All topics

Fundamental rights

EU citizenship and free movement
Civil Justice

Contract law

Criminal Justice

Data protection

Gender equality

Tackling discrimination
Relations with Third Countries
Effective justice

Consumer policy

Fs5EURI DL

General information
About this site

Contact

Cookies

Legal notice

222



CRPIE R OMIEELT =,



