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Former Asia Region Privacy Officer / Privacy Office / HP Inc.
Former Chief Privacy Officer / HP Japan Inc.
Former Data Protection Officer / HP Singapore Inc.
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ISO/IEC JTC 1/SC 27 Information technology -- Security techniques
WGS5 Privacy, ldentity management and Biometrics

ISO/IEC 29100:2011 Privacy framework — ¥}

ISO/IEC 29191:2013 Requirements for partially anonymous, partially
unlinkable authentication

ISO/IEC 29101:2013 Privacy architecture framework

ISO/IEC 27018:2014 Code of practice for PII protection in public clouds
acting as PII processors

ISO/IEC 29190:2015 Privacy capability assessment model

538 0D i A5 B8 37 32 (SD: Standing Document)
SC27 WGb SD2 Privacy references list
SC27 WG5S SD4 Standards privacy assessment(SPA)
SC27 WG SDb5 Guidelines on the application of ISMS in the area of privacy
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ISO/IEC JTC 1/SC 27 Information technology -- Security techniques
WGS5 Privacy, ldentity management and Biometrics

DIS ISO/IEC 29134 Privacy impact assessment

DIS ISO/IEC 29151 Code of practice for personally identifiable information
protection

PDTS ISO/IEC TR 19608 Guidance for developing security and privacy
functional requirements based on ISO/IEC 15408
(WG3 project, formerly Privacy seal programs)

3rd CD ISO/IEC 29003 Identity proofing
24 WD ISO/IEC 20899 Privacy enhancing data de—identification techniques
15t WD on ISO/IEC 29184 Guidelines for online privacy notice and consent

NWI on ISO/IEC 20547 Big data reference architecture — Part 4: Security and
privacy fabric (WG4 project)
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ISO/IEC JTC 1/SC 27 Information technology -- Security techniques
WGS5 Privacy, ldentity management and Biometrics

NWIP on Privacy engineering

NWIP on Enhancement to ISO/IEC 27001 for privacy management —
Requirements

NWIP on Requirements for attribute—based unlinkable entity authentication
Study period on Entity authentication assurance framework

Study period on PII protection considerations for smartphone app providers
Study period on Privacy in smart cities

Study period on Guidelines for privacy in Internet of Things (IoT)

http://www.slideshare.net/yoshihirosatoh5/
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Supplementary explanation of
Japan NB comments for
SC27 WG5 N198
15t WD De-identification

Yoshihiro Satoh

JIPDEC but as an expert contribution



Proposal for “1 Scope”
JP/YS3, JP/YS4

This international standard provides technical methods of
data processing for de-identification of Pll and does not

provide an operational process reducing risk of re-
identification.

* We understand that an operational process such as
prevention of re-identification is important and necessary,
but this standard should focus on data processing methods
first as of this time. Because we are assuming that such
operation process can’t be yet resolved commonly in global.
When it could be, we may included it in the standard.
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Proposal for “3 Terms and definitions”
JP/YS5, JP/KI1, JP/TM?2

Add “anonymous information”, “specifying information’

“singling out information” and “singling out but not
specifying information”.

)

-

* The main purpose of our proposal is to define terms
that can distinguish between
information identified as specific person/entity and
information identified as a person/entity

unless understanding of context where the term was
used.
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Steps of discussion on

Proposal for “3 Terms and definitions”
e 15t step: Design shapes of relation between information
types

 2nd step: Name areas surrounded in shapes as
information types

* 3rd step: Name transition between information types
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15t step: Design shapes of relation
between information types

information which is
identifying as a person

(same person)

information which is NOT identifying as a
person (same person)

information
which is

identifying as

specific person

among information which is
identifying as a person but
NOT as specific person

information which is NOT identifying as a
person (same person)

information that has never identified as
specific person

information that has never identified as
specific person
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15t step: Design shapes of relation
between information types

identifi | identifi | not
ed as ed as identifi

specific | a ed
person | person

Person traveling

Satoh A 1
Kai B 2
Jan C 3
Kai B 4
Nat D 5
Satoh A 6
Nat D 7
B\
Ex) Pseudonymous
information

From

Tokyo
Berlin
SFO
NYC
Florida
SFO
NYC

To

SFO
NYC
Florida
Florida
NYC
Florida

Tokyo

information
which is

identifying as

specific person

among information which is
identifying as a person but
NOT as specific person

information which is NOT identifying as a
person (same person)

information that has never identified as
specific person
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2"d step: Name areas surrounded in
shapes as information types

Specifying
information

Singling out information

Singling out but not
specifying information

No name yet No name yet

Anonymous information Anonymous information
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2"d step: Name areas surrounded in

shapes as information types

* The reason why Japan NB used “singling out
information” instead of “identifying information” is:
if we used “identifying information” then “de-
identification” will be a process (of changing) from
“identifying information” to other than it.

* However, our expectation for “de-identification” might
include a process from information which is identifying
as “specific person” to as “a person” also, we believe.

e See the next slide
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2"d step: Name areas surrounded in

shapes as informatio

N types

Identifying information

De-identification

Not identifying information

Information
which is
identifying as
specific person

Not identifying information

Anonymous information

Anonymous information
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2"d step: Name areas surrounded in

shapes as information types
-ing vs -ed

* The reason Why Japan NB used ’ specifyi_ng information
rather than speC|f|ed information” is:
That information is to be information which is specified,
but the use of “specified information” may mislead that
information which was/has been specified is included.
We wanted to name the term as
information which is being specified currently unless
knowing the context where the term is used.

* However we don’t care either of —ing or —ed if there is
no risk of such misunderstanding in native English.

e See the next slide

”
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3" step: Name transition between
information types

Specifying

/" Identifying information/ ™.
information

1 Singling out information

De-specify

Singling out but not
specifying information

c
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©
O
E
)
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()

Re-identification

De-single out

Re-single out
Single out
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A benefit of not using “identifying” in

this standard

Pl

Another benefit of NOT using
“identifying/identified

information” in this standard:

PIl can be mapped to any of
information types of this
standard (along with
something like legal
definition/regulation in each
country).

information
which is

identifying as

specific person

among information which is
identifying as a person but
NOT as specific person

information which is NOT currently identifying
as a person, although may be identifiable or
have been identified

information that has never identified as specific
person
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Summary from 15t through 3 steps

* We can continue to use “identify/identifiable/identified” in
other standards generally if we don’t define or use those
mainly in this standard — use something like “specify” and
“single out”. (“single out” can be replaced with other word
by native English experts, but other than “identify”.)

* We can clarify that “information type” is categorized as the
current situation of the data if we use “something-ing —
identifying/specifying” instead of “something’ed —
identified/specified”. (but it is up to impression by native
English)

* From the above ideas, we proposed:
specifying information and
singling out information
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Pll(Personally identifiable information)
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* specifying - was specified - specifiable? - specifying
(de-specify) (re-specify)
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