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Maximillian Schrems v. Data Protection
Commissioner, Case C-362/14

* On those grounds, the Court (Grand Chamber) hereby rules:

« 1. Article 25(6) of Directive 95/46/EC of the European Parliament and of the Council of
24 October 1995 on the protection of individuals with regard to the processing of personal
data and on the free movement of such data as amended by Regulation (EC) No 1882/2003
of the European Parliament and of the Council of 29 September 2003 (- EuTF—42REES),
read in the light of Articles 7, 8 and 47 of the Charter of Fundamental Rights of the
European Union (->®)E&EHAEZE), must be interpreted as meaning that a decision
adopted pursuant to that provision, such as Commission Decision 2000/520/EC of 26 July
2000 pursuant to Directive 95/46 on the adequacy of the protection provided by the safe
harbour privacy principles and related frequently asked questions issued by the US
Department of Commerce Sk t—2/\—n\—[22WW T+ 5 1#48E5%E), by which the European
Commission finds that a third country ensures an adequate level of protection, does not
prevent a supervisory authority of a Member State, within the meaning of Article 28 of
that directive as amended, from examining the claim of a person concerning the protection
of his rights and freedoms in regard to the processing of personal data relating to him
which has been transferred from a Member State to that third country when that person
contends that the law and practices in force in the third country do not ensure an adequate
level of protection.

« 2. Decision 2000/520 is invalid.
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Maximilian Schrems

start Objectives Procedures. Data Pool Getyour Data!  Support us! weoia AP

News

News Coverage I;r 02/12/2015 - Ireland, Belgium and Germany requested to investigate Facebook

Today we filed three complaints S Fateoook in

Ireland, Germany and Belgium in the
“PRISM: judgement of the CIEU (C.362/14) to ol
Facebook to protect our data from US spying. Al
documents can be found here.

>> Media Update (PDF)

"' 23/11/2015 - “Facebook Class Action” reaches Austrian Supreme Court
7 [N—_—_io—

(Oberlandesgericht Wien) has issued a written
deasion on the “Facebook privacy dass action”. On 20

at the Vienna Regional court has
previously rejected, daiming it lacks jurisdiction, the
Appeals Court has found in favor of the plaintiff. The
status of the “class action” is st disputed.

PR
AT

The plaintiff has now appealed to the Austrian

Supreme Court is expected early next year.

22> Full Media Update (PDF)

21/10/2015 - Austrian Court of Appeals: 20 of 22 points in Facebook Privacy
suit upheld

The Vienna Court
Appeal (Oberlandesgericht Wien) has issued a written
dciion onthe Facsbock prvacy cise acton’ On 20
3t the Vienna Regional court

przvmus?v ra)eﬂed i ks BB
Is Court has found in favor of the plaintiff. The
v o the -toes scpont s b disputed, but an
appeal to the Supreme Court was aranted.

22> Full Media Update (PDF)

participati
The Irish High Court has decided that the Irish Data
Protaction Commissioner has to investigate “Facebook|
Ireland Ltd" over alleged cooperation of “Facebook
Inc” with US spy agendies, such as under the NGA's
*PRISM” program.

>> Short Update (PDF)

"V 16/10/2015 - First Views on CIEU ruling
a. we )vsl pwlvshed a first analysis with first thoughts.
ruling, alternative transfer methods.
(under Art 26 of Dwrechve 95/46) and a "Safe Harbor
L LINK

" 06/10/2015 - CIEU decision on ‘Safe Harbor' / Facebook
| e,

‘Safe Harbor’ case (C-362/14).
R R o
twitter.com/maxschrems.

2> Flest Reaction (PDF)
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05/10/2015 - Tomorrow: Ruling on ‘Safe Harbor' / Mass Survillance

In preperation of the decision on October 6th, please
s P ey

-
;
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http://www.krone.at/Digital/Aktivist Max Schrems zwingt Facebook
in_die_Knie-EuGH-Showdown-Story-475495 &£\ 5|
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http://www.krone.at/Digital/Aktivist_Max_Schrems_zwingt_Facebook_in_die_Knie-EuGH-Showdown-Story-475495
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7. RAANZREBE(EEF

(1) EHAB1TERER (Actions for failure to fulfil obligations) (TFEU258~260%%)
(2) BHERED (Actions for Annulment) (TFEU263., 2645%)

(3) FEAERF2 (Actions for failure to act) (TFEU265%%)

(4) {8 (BT BEEFER) 5752 (Application for Compensation) (TFEU2685%)

(5) 125k (Appeals)
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CHARTER OF FUNDAMENTAL RIGHTS OF THE EUROPEAN UNION
2012/C 326/02

e Article 7
* Respect for private and family life

* Everyone has the right to respect for his or her private and family life,
home and communications.

* Article 8
* Protection of personal data

1. Everyone has the right to the protection of personal data concerning
him or her.

e 2. Such data must be processed fairly for specified purposes and on the
basis of the consent of the person concerned or some other legitimate
basis laid down by law. Everyone has the right of access to data which has
been collected concerning him or her, and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an
independent authority.



The requirements stemming from
Article 25(6) of Directive 95/46

« 73 The word ‘adequate’ in Article 25(6) of Directive 95/46
admittedly signifies that a third country cannot be required to
ensure a level of protection identical to that guaranteed in the EU
legal order. However, as the Advocate General has observed in
point 141 of his Opinion, the term ‘adequate level of protection’
must be understood as requiring the third country in fact to ensure,
by reason of its domestic law or its international commitments, a
level of protection of fundamental rights and freedoms that is
essentially equivalent to that guaranteed within the European
Union by virtue of Directive 95/46 read in the light of the Charter.
If there were no such requirement, the objective referred to in the
previous paragraph of the present judgment would be disregarded.
Furthermore, the high level of protection guaranteed by Directive
95/46 read in the light of the Charter could easily be circumvented
by transfers of personal data from the European Union to third
countries for the purpose of being processed in those countries.

2015/12/5 EHREFIAEESEIB RO D L 16



The requirements stemming from

Article 25(6) of Directive 95/46(Cont.)

74  ltis clear from the express wording of Article 25(6) of
Directive 95/46 that it is the legal order of the third country
covered by the Commission decision that must ensure an
adequate level of protection. Even though the means to
which that third country has recourse, in this connection,
for the purpose of ensuring such a level of protection may
differ from those employed within the European Union in
order to ensure that the requirements stemming from
Directive 95/46 read in the light of the Charter are
complied with, those means must nevertheless prove, in
practice, effective in order to ensure protection essentially
equivalent to that guaranteed within the European Union.
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* First, the Working Party underlines that the question of
massive and indiscriminate surveillance is a key element
of the Court’s analysis. It recalls that it has consistently
stated that such surveillance is incompatible with the EU
legal framework and that existing transfer tools are not the
solution to this issue. Furthermore, as already stated,
transfers to third countries where the powers of state
authorities to access information go beyond what is
necessary in a democratic society will not be considered as
safe destinations for transfers. In this regard, the Court’s
judgment requires that any adequacy decision implies a
broad analysis of the third country domestic laws and
international commitments.

2015/12/5 EHERIFEREIEM RO L
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 Therefore, the Working Party is urgently calling on the
Member States and the European institutions to open
discussions with US authorities in order to find political,
legal and technical solutions enabling data transfers to the
territory of the United States that respect fundamental
rights. Such solutions could be found through the
negotiations of an intergovernmental agreement providing
stronger guarantees to EU data subjects. The current
negotiations around a new Safe Harbour could be a part of
the solution. In any case, these solutions should always be
assisted by clear and binding mechanisms and include at
least obligations on the necessary oversight of access by
public authorities, on transparency, on proportionality, on
redress mechanisms and on data protection rights.

2015/12/5 BEHERARKEIR RO L 21



* |n the meantime, the Working Party will continue its
analysis on the impact of the CJEU judgment on other
transfer tools. During this period, data protection
authorities consider that Standard Contractual Clauses and
Binding Corporate Rules can still be used. In any case, this
will not prevent data protection authorities to investigate
particular cases, for instance on the basis of complaints,
and to exercise their powers in order to protect individuals.

* |If by the end of January 2016, no appropriate solution is
found with the US authorities and depending on the
assessment of the transfer tools by the Working Party, EU
data protection authorities are committed to take all
necessary and appropriate actions, which may include
coordinated enforcement actions.

2015/12/5 BEHERARKEIR RO L



* Regarding the practical consequences of the CJEU judgment, the Working Party
considers that it is clear that transfers from the European Union to the United
States can no longer be framed on the basis of the European Commission
adequacy decision 2000/520/EC (the so-called “Safe Harbour decision”). In any
case, transfers that are still taking place under the Safe Harbour decision after
the CJEU judgment are unlawful.

* In order to ensure that all stakeholders are sufficiently informed, EU data
protection authorities will put in place appropriate information campaigns at
national level. This may include direct information to all known companies that
used to rely on the Safe Harbour decision as well as general messages on the
authorities’ websites.

* In conclusion, the Working Party insists on the shared responsibilities between
data protection authorities, EU institutions, Member States and businesses to find
sustainable solutions to implement the Court’s judgment. In particular, in the
context of the judgment, businesses should reflect on the eventual risks they take
when transferring data and should consider putting in place any legal and technical
solutions in a timely manner to mitigate those risks and respect the EU data
protection acquis.
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* Brussels, 6.11.2015 COM(2015) 566 final

COMMUNICA]

'ION FROM THE COMMISSION

TO THE EUROPEAN PARLIAMENT AND THE
COUNCIL on the Transfer of Personal Data
from the EU to the United States of America
under Directive 95/46/EC following the
Judgment by the Court of Justice in Case C-

362/14 (Schre

mSs)



COMMUNICATION

* 1.INTRODUCTION: THE ANNULMENT OF THE SAFE HARBOUR DECISION

e 2. ALTERNATIVE BASES FOR TRANSFERS OF PERSONAL DATA TO THE U.S.

— 2.1. Contractual solutions
— 2.2. Intra-group transfers

— 2.3. Derogations

* 2.3.1. Transfers necessary for the performance of a contract or the implementation of
pre-contractual measures taken in response to the data subject's request (Article
26(1)(b))

* 2.3.2. Transfers necessary for the conclusion or performance of a contract concluded in
the interest of the data subject between the controller or a third party (Article 26(1)(c))

* 2.3.3. Transfers necessary or legally required for the establishment, exercise or defence
of legal claims (Article 26(1)(d))

* 2.3.4. Unambiguous prior consent by the data subject to the proposed transfer (Article
26(1)(a))

— 2.4. Summary on alternative bases for transfers of personal data

* 3. THE CONSEQUENCES OF THE SCHREMS RULING ON ADEQUACY
DECISIONS

* 4.CONCLUSION



European Justice Commissioner Vera
Jourova

 "We have to build a bridge between our data
protection authorities and those of the USA
and put it into a legally binding text," Jourova
told Austrian newspaper Wirtschaftsblatt in an
interview published on Monday.

* "We should manage that by the next meeting
on Dec. 17./

REUTERS, Mon Nov 30, 2015 5:05am EST
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Export.gov

* On October 6, 2015, the European Court of Justice issued
a judgment declaring as “invalid” the European
Commission’s Decision 2000/520/EC of 26 July 2000 “on
the adequacy of the protection provided by the safe
harbour privacy principles and related frequently asked
questions issued by the US Department of Commerce.”

* In the current rapidly changing environment, the
Department of Commerce will continue to administer the
Safe Harbor program, including processing submissions for
self-certification to the Safe Harbor Framework. If you
have questions, please contact the European Commission,
the appropriate European national data protection
authority, or legal counsel.

2015/12/5 BEHERARKEIR RO L 27



Safe Harbor solution not coming any time soon, says Dutch minister

A solution to the Safe Harbor data framework will not hit its January 2016 deadline, raising the possibility of large fines
levied against companies like Facebook in the New Year.

That's according to Dutch justice minister Ard van der Steur, who has published a lengthy response to Parliamentary
guestions on the issue.

Van der Steur's response goes into some depth about the history of the framework, which covers data transfer across
the Atlantic, and the decision and resulting impact of the European Court of Justice's ruling to effectively strike it down
in October.

His response also goes into the EU's efforts to come up with a new solution with the US government, at which point van
der Steur warns: "It is not expected that the negotiations with the US will be completed very shortly."

Critically, it appears that the EU has yet to even broach the issue that caused the framework to fall apart in the first
place: mass surveillance of internet traffic by the NSA.

He notes: "Since the end of 2013, there have been ongoing negotiations ... However, the talks have yet to start on the
two substantive issues concerning national security. The Commission sees the ruling of the ECJ as an important stimulus
to accelerate those conversations."

That "stimulus" was received nearly two months ago. But despite calls from European politicians, American
representatives, and businesses on both sides of the Atlantic to come up with a solution as fast as possible, it seems
that the core issue has yet to be addressed.

http://www.theregister.co.uk/2015/12/01/safe harbor solution not soon/ &Y,
ASUFEEREDEFREXIL,
http://www.tweedekamer.nl/kamerstukken/brieven regering/detail?id=2015723094&did=2015D46706
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Opinion of the FDPIC on the European
Court of Justice Safe Harbor judgment

In its judgment issued on 6 October 2015, the European Court of Justice
declared the Safe Harbor data protection agreement between Europe
and the USA to be invalid. The ECJ held that the transmission of personal
data to the USA under the Safe Harbor Agreement regime is problematic.
The agreement between Switzerland and the USA is also called into
question by this decision. As far as Switzerland is concerned, in the event
of renegotiation, only an internationally coordinated approach that
includes the EU is appropriate.

In the meantime, the FDPIC would stress that when dealing with modern
means of communication, the use of certain tools and the disclosure of
personal data should always be approached with caution. If data has to be
stored externally, it should wherever possible be stored by European
providers on servers in Europe. Swiss businesses and authorities that use
products and services provided by American companies should enter into
additional agreements to secure better protection for the persons
concerned and their data.




Pursuant to the European Decision It Is No Longer
Permissible to Rely on the Safe Harbor as a Basis for
Transfers of Personal Data from Israel to the U.S

* However, the recent decision of the Court of
Justice of the European Union (CJEU)
invalidates the authorization to transfer
personal data from Europe to companies
committed to the Safe Harbor. Consequently,
at this point, the position of ILITA is that
organizations can no longer rely on this
derogation from the Regulations as a basis
for the transfer of personal data from Israel
to organizations in the United States.
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& Charles Mabbett

EU Safe Harbour decision could impact on NZ L e T

The impact of Edward Snowden’s leaks on US government internet surveillance has claimed
another casualty - the "Safe Harbour” provisions that legitimise a significant volume of
European Union personal data transferred to the United States for processing.

Under the US Safe Harbour arrangement that had been formally recognised by the European
Commission, participating companies in effect have to commit to protecting personal data
moved to the US as though the data were still in Europe.

These data flows between the EU and US are vital to the global economy and necessary for
internet technology companies like Facebook, Google and Microsoft - and thousands of other
companies - to efficiently operate in an EU-compliant manner.

The European Union’s top court this week declared the European Commission’s decision to
recognise the Safe Harbour arrangement invalid. The decision comes on the back of leaks
about US National Security Agency and its global mass surveillance programme.

The European Court of Justice’s decision follows the opinion by EU Advocate General Yves Bot
last month who said the Safe Harbour arrangement did not guarantee the protection of EU
data from "mass and generalised access” after it had been transferred to the US.

In the European Union’s 28 member states, data protection and privacy laws offer stronger
and more comprehensive legal protections around personal data than is the case in the US. EU
policy makers and regulators insist that these legal protections are an essential requirement of
its terms of trade with the US. While it has not been possible to provide legal protections of
that standard for the entire US economy, the Safe Harbour arrangement provided a feasible
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