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Setting the context

ISO/IEC JTC 1/SC 27/WG 5
Identity management and privacy technologies

Participating countries: 51
SC27 Observing countries:

S

ISOIEAREKREERDHDFEYTZA. SC 27/WG 51&. HEM"LDEME
%Ly,
722 A:CNIL
#17F4 : Office of the Privacy Commissioner
% [E : Cabinet Office
XE:NIST
NZ: Ministry of Interior

29%FEHSR ... etc.
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ISO/IEC 29100 DOPI( B A5 )DER

2.9
personally identifiable information PII

any information that (a) can be used to identify the PII principal to whom such information relates, or
(b) is or might be directly or indirectly linked to a PII principal

ZDFEHM (@) BRI HRAZH N T DDCHATEED . (b) B -FEMICKANISHEUTHITONLEE
D1E

2.6

identify
establish the link between a personally identifiable information (PII) principal and PIl or a set of PII

ANEBNEHR (PN DFEVDOEEIEILT S
~ = ==
= HMHGYLWESE
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4.4 EARER (PIl) O35 (RO7E)
REDOKNRLLDEANERED SUHT UM~ FICREDHTET b

4.4.1 #AIF
BEANZEZONF-BRF Bl A FoN—) EEOHAFNITHEVF TN I-1EER
BANIZBERT 2B F (Bl /SRR— BB, OESFE)ESTHNFNITHVOM O I-1ER
BANITEREDFTRIENTERHINF Bl IBHME ., BEES) 220N EFNITRUH TSN -1ER
FROBAUFIFEVDITEENTESLSILSBESOIER

4.4.2 TDEANZEZHOBEANRALSFSEE
FHZAIILIZIE, St CE) BRIF
5 £ RIER . EAAIER. TEERE etc.

443 KANIZYoDENT=, HBWNIIIENFHIER
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444 RET—43
4.45 A3T—4
{5 : MS Office D A2 T—4% . EEDEXIFT—%4
4.4.6 BBATRELDQIZEYDIFoNT) BEANEER
4.4.7 XYEEHEE T 5 (sensitive) B NIFER
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EU Data Protection RegulationZ/Article 4/(2)
'personal data' means any information relating to a data subject;
(H ) (2015/6/26H1%)

KEVHEB T SM4/\O—EFIEHIEZ(2015)/SEC.4/(a)/(1)

In General.—*‘Personal data” means any data that are under the control of a covered
entity, not otherwise generally available to the public through lawful means, and are
linked, or as a practical matter linkable by the covered entity, to a specific individual, or
linked to a device that is associated with or routinely used by an individual, including
but not limited to— ..

(HFr) (2015/6/26 015
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DAOIN=AT770—FDRIE

4.7 T5A4 1\ — i
FHRt¥a) ToabO0—)LIZBEL T, T RXRTOPILIEA
BICLARILDPRAASTODREZDVLELLTLSADOITTIXGN &
ICBETAHENEETHD, (IR VRIIRDAVREC
D7OvRADHELT . Ff=. To2A4/\—-aO0—)LD
X, A DIEHR X)) TAIRUANIL—LT—Y
DRNBIEN—FFTHAHIRNETH S,

(HPT) ISO/IEC 29100 4.7 Privacy Controls Paragraph 3

B2, OECDTSA/1\—-HAKS542(2013)ERECOGNISING the importance of risk assessment
in the development of policies and safeguards to protect privacy; 1EEICIRNBEIIZYRIR—RTT

O—F, SEOMELIFED X TAHARS MU ELRE
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YAIN—-R770—-F

EUT—4{R#RBIZE/Section 2 data SECURITY/Article 30 Security of processing

1. The controller and the processor shall implement appropriate technical and organisational measures to
ensure a level of security appropriate to the risks represented by the processing and the nature of the personal
data to be protected, having regard to the state of the art and the costs of their implementation.

() (2015/6/25)

1. aVbA—ZET Ay BAT—AOMEELEICE>THIRT SR VIZHEL T, EUGEMME LY
BN FEZ. RFORMEETOEREIRNEHELEZLTERELAFAENFERLY, (BFER)

KEVAEBEFFEHES (2015)/SEC.105/(b)/(1)

(1) The degree of the privacy risk associated with the personal data under the covered entity’s control;

(HFr) (2015/6/25)

(PN EE LS 9
(REEEEE)

Bo+E BAANFHEIRREZEZRL. TORYESIBAT —2ORAVD BREARIFESEDHLEZDOHDBEAT—2D
ZEEEDEOITBRENDBEYGEEZBLZTNIEGESE,
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MIEBANHFEINDEHDRMENEREEED,
ISO/IEC 29100 5.3 JE D BN IE L% (legitimacy) E4FE

ZE:
Conditions for Processing
(Data Protection Act (1998)) (@) RARENHDIGE
EU RegulationZ: (b) WEHUT OBE CHRTHEHBE
Article 6 Lawfulness of processing [1] iigfgggﬁﬁﬁifj’?;;L foz
NI EEEBETHDIC
KETSAN\—HEFTEHEE: ) ZEIEFD=-BOIHELRIGE
1L FER R (d) BADBAEGETFIOICRERIBE
\ () EFMITFICRERISE
VoS (f) TIE L4 F| 28 (Legitimate Interest) J§&
HICLE=>TLET HIEE

ISO/IEC CD 29134 PIAZL—LJ7—%

accessed June 26, 2015
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B AN—EF 1) TARHMRILIEEKRIRES

OASIS CTIWG
KEHBFAFINIZE->THL, MITREDSTIX, TAXIITZEZ1EAE L
OIDF RISC WG

Google, Facebook, Microsoft, Linkedin, Paypal, twitter, etc. AV#ERK
¥FIZCTHOUMERIZOWTY) 7 IILAA LTHE - 0TS

SR ATHRIELLICEANFRZRM- KB THEICELH...
K EH & EVEFIZ 8K (2015)/SEC.4/(a) Personal Data/(2) Exceptions/(D)

Cybersecurity data.—The term “personal data” shall not include cyber threat indicators collected,
processed, created, used, retained, or disclosed in order to investigate, mitigate, or otherwise
respond to a cybersecurity threat or incident, when processed for those purposes.

(HAT) KEHEBE TSN\ —EMEREE (2015/6/25)
EU: TR AL AR EERRE I egitimate Interest [ TTHRAL ?

BERIE?
FHOUMRIZEE>TWAIERIEMBAE NG SELAS, 23FF 1B (LERATELLDO TGN ?
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E &N I{5% ~De-identified Data?

SEORENDELI—DODEE

KEEEE TS/ /\O—HEMEZEHEZZETIX, De-identified Datal&Personal Datah™is &4t
ISEC.4 DEFINITIONS/(a) Personal Data/(2) Exceptions.—

(A) De-identified data.—The term “personal data” shall not include data otherwise described by paragraph (1)
that a covered entity (either directly or through an agent)—

() alters such that there is a reasonable basis for expecting that the data could not be linked as a
practical matter to a specific individual or device;

o (ii) publicly commits to refrain from attempting to identify with an individual or device and adopts relevant
A2 controls to prevent such identification;
FTCAS55

L (iif) causes to be covered by a contractual or other legally enforceable prohibition on each entity to which
DEfR the covered entity discloses the data from attempting to link the data to a specific individual or device,
and requires the same of all onward disclosures; and

(iv) requires each entity to which the covered entity discloses the data to publicly commit to refrain from
attempting to link to a specific individual or device.

(HAT) KEHEEFE T SA/N\—EMNERLE (2015/6/25)

BAFHRREZRSHAUTEDHEE
V.S.
ISO/IEC NP XXXXXX T34 /3> —ig{b D= D IEH AL H il
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(P http://nat.sakimura.org/2013/03/01/explicit-consent-turning-internet-dog-into-pavlovs-dog/
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