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EHANCHZIERE. FEICEMEHTEPLERANCHEZIBERNHY £,

HECEMMEHLTEKIZHT=DFH%E Envelope-Tol £E L., HEICEINEEZEEANICHEDIERE

lEnvelope-Froml EEWVWET (BB EFA—IILOBETO L TH D SMIP (SimpleMai | Transfer Protocol)

DR EFESHT= RFCH321 TIL, #NE, [forward path). Treverse path] &EhTWET), £/, FECE
Mi=HTHRIZHT=2I1EHM%E [Header-Tol LEL, BEIZEAMNLEHAICH=S1EHR%E Header-From) &
WET,

BE &, Header-To %> Header-From & L CRRESNALBEFA—ILT RLABNZEEFEONRY I VR EOZEERIC
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BEMEA =AY FT—ELOREEFR] T, JYFLIERLET,

X% 3 : Envelope-To & Envelope-From

Envelope-To Envelope-From
l OO0 e SMTPZabkan

MAIL FROM: <xx@example.com>
250 OK

RCPT TO:<yyy@example.org>
250 OK

T m
BRal

COFRLAHRETB7RLATH
hig, BXAHATHE.

X% 4 : Header-To & Header-From

Header-To

i A=y AyG—

| — Dpate: Tue, 21 Jun 2005 21:37:29 +0900

‘ From: xxx@example.com

To: yyy@example.org
1 Subject: Test

BEYE. HEICEIMEEALEET DI LOTHNIE, HELHLLOBREINEZLDOTH>TH, £, BEICE
MNEBBNEABREIDOTH>TH, HBTEICEHEEINET, EFA—NIZOVTEIORERALTH Y.
Envelope-To NEHETEIEFA—ILTRLATHNIE, BEE. TOEFA—ILTRLRIZEEZINET,
Header-To & Envelope-To, Header-From & Envelope-From (Zld, #FNEFNE LEFA—ILT RLAAZH NS
DA—HW T A BC TORXEPLA—WIADVOBRRFERE TS5 THBVEREHY Y. & 512 Header-From
& Envelope-From R EDEREHB > TCRRBT DI EHARETT, BEELEFEIZL>T, EHAZHBE L KK
A—IDNEESNEIELHIDIEZDEHTT,
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EEA N —N—EZEA—ILTF—N—DETOREF. LTOLS53AREY (FO b)) TTHATHL

EERS

DEFEA—NY—N—EZEA LT —N—DET, EFA—LOBEETILODOEEIAEILIINET,

Q4 —%y FTHVWLNDZBETOFILDS B, EFA—LOEEICAVLNS SMIP (2 & 2:BEHFE
ENFET, (5@ FTOBEREMN. MIP 2L BBEETT)

QEFEA =LY —NRN—m5 EEFIZODVWTOBEHRE LT, lEnvelope-From| 2B SNz IBERNZIEA—IL
P—N—ZEINFET,

@EEA =LY —NR—m5, ZEFIZODVWTOBEHRE LT, lEnvelope-To) ICERBINEBHRAZEA—ILY
—N—[TEINFET, BEROBEICSEEETIHEIF. COPYLYERYRT I LIZHY FET,

OEFEA =LY —N—DBFEA—IILY—N—(Zx L, RIZEDZABH, Header [CEEM S NIFRS A — LA
XTHHdIELERATLET,

@REFEA—ILY—N—Hm5, Header [CEBMEINIIFEROA —ILAXEZEA—LY—N—IZELTWET, Z
EENRDIENTEDDE, COLEFIZEINDIEBERTY.

DEEA =LY —N—EZEA LY —N—DOETOBENKT LET,

KFES ALY —N—EZEA LT —N—DFTOERE

EEA—NY—/— ZEA—ILY—I—

@ tcp connection Open

n
L

EHLO example.org

Y

220 SMTP Server OK

T
MAIL FROM: < foo@example.org>

|| &% (Envelope-From) O fHERLTLET.

>

250 OK

Y

250 OK

SMTPIZ& %
»HYyey

/J {3 (Envelope-To) DIFREELTILVET . |
RCPT TO: <bar@example.com>

A—ILDOERER & —#123%5{5F (Header-
From) & 32 {52 (Header-To) DIEHREE L T

fEROM: foo@example.org‘I %,ﬁ W7,

70 bar@example.com

~ —— — — —— ——

Sibject Sample

Date: Tue, 09Jun 2009 12:09:48 +0900

A—ANYHE—ERTER <CR><LF>
HTBBIC, —FTEAT
(BRFRIIZ<CR><LF>) A%
AYFETS, )

\/ HA—JLEL

tcp connection Close
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tep connaction

EHLO example.org
220 SMTP Server 0K
ATUH LOGIN

ZXhhbXBsZ0==
cGFze3dvemx

535 Error: authentication failed [ 'E*I!l

ATUH LOGIN
ZXhhbXBsZ0==
cGFze3dvemQy

535 Emor: authentication failed }

ATUH LOGIN

ZXhhbXBsZ0==
cGFzc3dvemRd |
535 Error: authentication fniled’ }
" teo connection | } ]
;TUH LOGIN N
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ATUH LOGIN
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clGFzcddveml=
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ATUH LOGIN
ZXhhbXBsZTI=

cGFzcddvemQ=
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ATUH LOGIN
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5T 20O EKE LT, XBHA—IILDEETD
IP7RLRYP A—FVYL—FEICHE>TWLS
A—LH—N—D IP7RLRAZREL.  ZFDIER
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EEOHD NS DA EEFRBLTZIEM

EEA—VERE
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FY, SEAOA—ILY—N—TRHFOERE
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LA L. TODNSBLIZDWWTIE, BHEEDRE
BRAENTHEBERZLOAH D EDOBENERES
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BHEEINE IP 7FRLAALDDEF A —ILIE,
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BAEBm>T LESHANHYEST, £ K
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HYET,
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—LEZEELESELEBEATY TIZDNSBL (&
BENTOWTA—LLNEETERVENSHED
HTETWEYT, LENST. BBROEHABE
IZfFHNBUVDNSBL 2A T HRIE. KYUEEN
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3 RALSY (PRLR) OEERER
A—JLERRERFICIE, A — LA IZE DA
DFHRAPY EYSATOWET, A—ILDEITE
THIZEEODA—LTRLRFE, A—ILEAXD
AYF—IZEHEESATVWEHEDTEAEL, BIEA
—LEBEEFICENBEETDIZEITHE>TWVET
(B1EED topicsBEFA—ILDHEBHIESR),
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REICEET D EITKY, ZNHDA—ILT R
LANEETEINESINEHRT I ENTESE
T, A—LT7RLRAEWNET S (harvest) &LV
BEERTN—RZATF4 v TELFIEATVET,

FE4—12 "—_R2F 7
(rreman )
R{EA—IT—18 BiRA-NT=IT B{E A=A =11 BEA—NY—IT
Nl ' Vil
tep connection tep connection
| _EHLO example.ora > _EHLQ_QXEMSJD.[B—,
" 220 SMTP Server QK | ‘ 220 SMTP Server OK
MAIL FROM:<foo@example.org> : MAIL FROM:<foo@example.org> :
25008 BEPRLANFELTL 250 0K
RCPT T0:<bar{ @example com> ettt RCPT TO:<bar1@examplecom>
250 OK | 8 250 OK |
RCPT TO:<bar2@axampla. com> N w&:}mve?wzm BCPT T0:<har2@example com> N
L= (EL AL,
250 0K | RPFLAYAELTHFRL 230 0K |
| RCPT T0:<bar3@examplocom> | £HFS | RCPT TO:<bar3@examplocom> |
" S50 No such user here| e 550 No such user here |
RCPT T0:<bari n@g.xamp_lg.com> . mmw. ERLLLFELC AR
e 550 No such user here - ::\ BYPFLANEELTL 550 No such user here HAFNTULRAICE, B
RCPT T0:<bar2n@example.com> 1 BV EEERBAIRE : > HETIS-HETD
" 2500k | £ .+*§50 Command Reject’
RCPT TO:<bar3n@example.com> ’/ | RCPT TO:<bar3n@examelo.com> .
e 550 No such user here } "-.550 Command Reject g
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N—EZEAA =LY —N—DORATORIENNE
TIMN, EALERAAS ULSIERFIATBHZEN
AIRER HEDTY,

Jé'fu ]‘ A /I’ /|m uJ‘.EBZﬂT@E‘[g

A=A — B EREL.
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[

BEA=NY—I1—

-

1-Y- *fx

DNS¥ =3

Q) FRELAER 0 F A

ZERDA—ILYF—N—TIE, ZELEA—LN
EEIZHBWLWLONIEZRASM UM ERICEESINEZS
DTHIMNESISMERIAT D LIZRYET, £D
AR IF, ZEAMA—LY—NR—T, BEEINID
A= DANYyHE—EDICEHLEY TSRY VT
EVWWET) RIESNENDIZA—ILEBED A —
IREEENCRE LZYVBELEY T4 L52 1
VT EVWWNET) $HZLETHAINET,

ISP Ik > Tik, BRIz, REIHKROA~NY X —F5
~NDEREFOER®. RIABRICED RS T —E
ADRPEHREEFTH>TVET, £, A—ILDAY
TR IHBHF SN -RAEREZTICEEIRS (TL
BERETEDIA—=NLITIAT VRNV TNIT

12—k

/ o
R{RTTK A1/ DSPFL
J—RERERR (SPF)

Eiix—lmeNSﬂ-—ﬂfJ\bi‘Eﬂ J

BiFHEE DKM

(MUA: Mail User Agent) £H Y E£T, FIFEE. &
HWLTWD ISP OY—EREZHERLELET, UED
WITNODAETRIABREFTHTLIZLITL Y,
WEESNA—ILETEEELTCEHEBELEY ., REE
CRELEA—ILONEBEEZRBELLZY LT, A—
IBOFEEZEBIE TN I EMNRIBEICR Y F
ERS

T, RABREFBIAT IR AL VELEHAED
TTTAILE—NEBELEY, ALH>HEIZHE
AENFEEMEBEFEGCASMEEA (T4 —F
Ny T L—F, topics EBHR) WL, XERAAY
FEIHEMERBA LSS0 2 A —ILBEEOTHEAR
EEHEFIhTWETS,

7‘;3‘5\ J£1§ RAA /uru\nl—t$§’f1-]'§ﬁﬁ L\T’;t, uIE%i%®

WA SEIFHE W



WS k>

A—ILDNY X—EH~DEEKFXIC DT, E
HEFKE LTRESNATULET (RFC7001), 514,
BEHERDA—ILDANY T —H D ~DEFEERT
%5 ISP AEMTBHELELIZ, FOANYSX—EHDER
SHERDEHZERAWIRS TAEEBE TT S e
EHTDH MA NEZEZ EMNEIFINET,

(4) *‘y l\ '7_7 &_10)3‘%1% l':)( /f /:m,\:l—lﬁﬁfﬁ
Y RT =IO R=—ZADFEE R A A VREFAMIE.
SZEINZA—ILDOEETIPTRLAN, ZOA—
IWDEEZFBROA—ILT RLAD R AL VZESHD
DEBENEFELREZ IP ZFRLARE—HLTWLWS M
ESMZLKY, ZERAA VORI EFTSOTHEAT

ERS

EERTIE, ZEEBERTHIA—ILTRLAD
RAAVEZIZDWNT, ThEBHELTWLWS DNS LIz
A—ILOEETOERELD B LEST, ChESPF L
I—R&EWWET, SPF La—FRIZlE, TFX M
RTA—LDEETLTHIRAME® IP FRLX
BREDERE., TLICEHS LAESEORIAERE
SETRLET GEMIE. Topics (EXERAA VER
SECOEREHFO T SPF L a— ROEEKELD,
ZERITE, A—ILZERKIC, EETO IP 7R
LREREEBHREMALTRELES, 9. &
FEEBRID RAAVEEMEL, TORAAVE
n5 NS DAMAEFALT, SPF LO— RERE

X#4—20 : SPF

SPF
Sender Policy Framework (RFC7208) E2)
EETESRY b= WIZ ERZ:

EERXFZER ONS OELBROHAT, 1 BT DDXEIE
R DA [FRE)

ZEATE-EORENNBE (1B DOBEIBHNBE)
(T4t ZBHETRE)

EEAEAOESES (B3R +E)
ERHAER (co. jp TIXEEIZ 40%8)

A—LERERFICRAI AR E LD (ROA4 MR MNET
DO IEHBE)

B)BFBLRN—XDHEE R A A VA HA

EFELBMEFNRAT ML, AREES M
EE0N, MBRBEE > TWIELTATELTES
T—REA—)AYA—IZfFINTEILickY, &
LEMEECED&LSICTHMHEMATT,

BEFELEMEFAT 2HEAMIZIL,. DKIM (Domain
Keys ldentified Mail) »dY ET,

EERA =LY —N—TIlE, A—ILDEERFIZ 1
BODBEFERLREMERL. A—ILDAYFT—FE5IC
BEDIFERELEHICEBMLTEELES, BH. &
FEAIE, A—ILDOERXRUNY ZT—EHRMBIES
NBZENT—2 (Ny>aT—%) 2UEREEFE-
THEIETEZ LIk THEONET,

ZEATIE, A—IAYT—OBZNDEFELE
MESTEHEOBEREDMEBL., TIIZTEENTWLS

LEd, SPF La—RZEEXBELIMGHERL, XETOD
P 7 Pbthéfll:’é‘ih%’)b\éﬁﬂ’\‘afﬁ' SPF L
O— ROZAUERICHDEBFITHL. BEAFERMNR
FUET,

Y T = R—XTHIMT HEMD SPF (&, B

EEFOXEEFEFR (ToXO0—7 From,
RFCH321. From) #8F LET, CNETHRY b T—7
N—ZDFEE R A1 URBEEFEM & LTI, Sender 1D
LHY. SPF & & £z Experimental RFC & LTt
BOAARIATWELE, LML, ZORDERE
AULDEWNEH Y. SPF OHA RFC7208 & L TREX#E
{bIZAIF 1= Standard Track & L CTHBEMAHET SN
FL 7,

Sender ID &, ZIEENSRBTHLNTETS A
— AV E—BREFATLIEVSHBLH >0
TI A, §&IL SPF R DKIM TORIEIERE. ~
v A —FOEEEEH (~vy S — From,

RFC5322. From) #F|FA3 % DMARC ~ & FDEEIN
BlEMAND EBbNET,

BHE. *Y MNT—UR—XOEMTIE, *A—ILE
EREA—IILDEERBENTLDA—ILEEELE
@éi%él:li uIL;\D.L—I:[ %E&—‘j—é th\ﬁ)étb\')Fﬂ
BAHYFET, COMBETORERAKIZDONTIL,
2@ TCERLET,

& DKIM
DKIM

DomainKeys Identified Mail (RFC6376)

EEAR, BRICES (1R OZLAMABE)
ZEATHE. —EOLEABRE (1 BT DRIAENVDBE)
(T4 Y AHETE)

A—IANYREEEETLH—EDOA—) VT X hTRIEE
£LWMEBD (A= VT VR N RTLATOBREL LD
=)

DNS ORE&EISEH; M 5. DNS OA#EAEFIE L TAR
BIERERESLET, RISEEAMERBKIZ, A—IL
AXEANYB—DLBHNT—R2EERLET, TO
LT, DNS ARG LEARBERVNTA—ILAY
AR EINEEFERLEER L. ERLEER
T—R (NyaT—48) LHBETBHETRIIL
F9 (AEI I —BINE. REESNFEZ&HBYFE
EDE

BB DKIM Tld, A — LBk E A —ILDER%ER
BENTLDA—ILEEELELDHEAETH, BF2
EHBENTOANTYTIEALE LK TEDLZ &, EfE
EBEORIALUNZEA—IILAXDHREHRMTED
EREDHERNHY £,



Topics: TS5 — A —ILRABEDLEAH

A—LEEDODABEHTIE. —BZSFBo=A—ILIZDWNT, BEARBE>TWEY L THERNARIEEIZERET
XRMERICE, BEEETELRVWEERLEEEA— L (T T —A—JL : BEEZERELEE (Non-DeliveryReport) ) %
TTRDEFHFEIZRT Z EARO N TLVET (RFCE321),

EEFMICKRERZEINDIZLDLZNVREA—ILIE, BENEELTWILLESHIChhbLTEEFEINTK
B2EE2NEVNSEELAHYET., COBAIC. A—ILEZETEIERPT. FELBWVEEXADLEDTHD &
NHBALABEICIE. T5—0—RFRERICETUEERTIDCLNTEEYT (RROZEA LY —N—T
DISESR), LO L, —BEA—ILEZTR & GELABWEBEICELZA—ILTH D EHNHB LEBEIZE,
EETIIHLTITI—A—ILERT LAY, RKEDTWEAFRHATHIZLEERETIEHONDI T —A—ILHRE
352812 YET, KBEA-LDEE, EEBEBREBELTVDIEH., CAHEXKEOI T —A—ILHY,
KEBFBBROBEIZELNIEZA—ILT RLRIZEBTTEESATLENET,

M : =T — A — /L DyRiL
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AEOIF—A-INEEET
BEY—I\BEITEUEE

= NDR _ ISP h
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TWET, BT, FITEADBVNIT—A—LAECFEIC. TOIT—A—ILHARERTHDHE LT, TDA
—ILOEETLE RBA—LORETELT) TIVIVRMIBHRLTLES L. ZOEETHDZOERITE
ONTLEBEDA—LFTEINGECGE>TLEVNET, LML, T5—A—ILOXEGFAIL EBA—ILDE—
Ty M EZIZBEFEBA, TT—A =L A—ILEEOBREBIZKEBELESYONEE LTS EITT,
BEEEESTEELTLWAHLIFTIEOY TR A,

COMEIL, REBBRENFEMRTETCLES L E, TOREEBFBRIFERIATLINE S A EZEATH
W CERWSEIZE>TRELTLE>TLWIHELWVWZET,

RRE

e dapen
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BEFE4

BFELIE. AFERBEBEEEMENY Y 1BHEFALT. T—A2EREORYTELOT 2L HIAS
NTWEBIEERILTIE=HICRIEINET,

Ny aBA¥IE—AAEKE LTEEN., HEIT—EALOBENT -2 E4ERTHEHTT, dEETEHT—
ADLERINEZENT 22NV BEEE, Ny P afEETOT—2RICEBHLYEEETROEWNT
—RATHY T NYAENSETOT— 2 EHATIENERLIRBTHDIEVSBHHELHY T,
EEAMAONEZT—AbLERINZNAY D2 TONY DV ABELEIFERDZIEDIZRYETDT, T
—ADHIABBRANTDHENTEET,

ABRBEBEAMIE. WEHE (privatekey) ENFHE (publickey) WS ZODREFIALFET., WER
TEBRINET—RIE, FNERERDIAFRBERNTCEEIT L ENATEEFT, NFHREF T, TOT
—REHATE LI MRICIEITETEFEANT, ELKEETELT—AENBRTERINEZLIDOTHD
ZEIZRYET,

BFELTIE, BLWNELERDEZT—AONY Y ABEIZELAIEBTRIONAENERTEETDOT, ZDON
VOAEEMERTERLEZLT X2 0RBTHES LERE TS LICLY, BRI >TEBREINE
T—Ah, BEREDT—ANRSASRNTOENLEENDD ZENTEET, RERNELEIZELST
FLLBEEINTWERETNE FOERT —AZERLIEZOEMEREOERECHI ENERTEET,
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FELEOREEZEBFREA—IAY T —LEDOREEEER

BWEDA—ILVRXTATIE, EEBERTERE LT, BELOEEBFBBREA—NLZFOEDODANY F—
HOICEBRENE A =AY S —LOEEEFTROEEHY., TATNFFEENIERY ET, TOHE
. BE1ZED Topics TEFA—ILDEHEHA] (2) HTEDEHEATEFILEZEBYTIN, *ry bT—74
R—ZADREER A VERAEMD 2 ARTORRWAERD ZLIZR>TVWETDOT, ZZTRESPLE
LSERLET,

A—LBEE FDREEZEBRIE. A —ILEEED=HOD SMIP (Simple Mail Transfer Protocol, RFC5321) o
MAIL DX Y RTHREIND A —ILOEEZEBRTH Y. reverse-path EME[ENE T, reverse—path (&, %
DEFDEBYVEBEBO IS —DORELBEICFHAINET, A —ILEEELEDREEELE VS T & T envelope
sender %> envelope from A& & EMENBZIEEHY ET,

A—ILSZEENA—ILISA T YT R 7 MUA: Mail User Agent) ZFIB LEBAIZERSIND
REZBHRE LTIE, —MBIZ. A—LAYSE—0D "From” Ay A —ITRENTVWBERNMEDONEST, A—
LDOEEBEETRITAYA—IFERE LTIE, “From: "Ny Z—DEHMIZ, “Sender:” Ay A—+ "Reply-To:”
ANy B—TENHY FF,"Sender:” Ny A —(F EEDA—ILAXDERE LEEEVELDIBELH LI,
A—LAXDEREEZTDEE From:” ANy F—CRBB TN L. EEOEEEERT-HIZFELIE
T Reply-To:” Ay A —[E, ZTDOA—IL~DREBICIHALLLTHEELTRLOWA—LT RLRAERRL
T, BH. ZD "Reply-To:" Ay A —MNEFELAEVEEIZIE. BEE From:” Ay A —[ZiFES iz A
— L7 RLAMNERERE LTRAEINET,

BB D L, BELOEEREFR (reverse—path) (T, DEA—ILYF—N—BDBIT—HEOMWEXELT
FATLIERTHY., A=Ay A —LOEREFBR (From "~y A—5F) [, A—ILITATU YT H
7 MA) AA—ILOBBEICEREEELCADEELITOREA—LEERT ZBEDEEIZFET S
HOBEW, WS EITRYFET,

WESZIG W
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Topics : EfE KA A VR THEHM
1 SPFLa— ROEHEH

DNS Tl&, RAA VEZICEE LAREBRERMIT LI ENTEETT, BAShET—20EEICKELCT, TER
La—FE | AEREINBZEIZHE-DTWET, SPF La—KRIiE, FHEICERESINEERLI—REDO—DTT
A, THNETH NS H—N—THRAETES LS TXT BRLIOI—RIZ SPF La— RDIBERERMT I LD
TEFET,

LTI TXT ERLO—RICHESNE SPF LO—ROZRERAERLET,

examp|le. com. TXT “v=spfl +ip4:192.0.2.0/24 -all”

ZhlE, “example.com” E WS RAA VERAWTEEINSIA—ILIZEATEEHEDTT,

B (EAD) o “v=spfl” & SPF ON—2 3 ViIEHETR LE T, SPF TIk, “v=spf1”, Sender ID Tl%, " spf2.0”
EYFEI, BB, Sender ID &, SPF O ERIEBMBARRIZE>TWEIT DT, “v=spfl”"® SPF LO— K THFR
EETEDLSI2HEO>TVET,

0T R, FORBICENTRE SN EA—ILOHOIC DWW TORIEERERTENOTT, -7 X “fail”
(FBEILRR) #. "77Ix “softfail” (FREIKRROABEMEHY) %, "+ (& “pass” (FRIIMIN) #XRLZEFT.
EROA—ILOHEO REFTIE, “ipd:192.0.2.0/24" ) OFIIZIE. "+ &#2HFF, BH. PAFKRERTE
BEEBLEGAEF. "+ ML TWRE0E LTHRDLAET,

& (BAD © "all” &, TAETHEESAZHAUADO IR TOA—LOHAERTENDTY, RASVDOE
BITTHDIA—ILDOEEEEL. EROA—IILOEOUNNLEEINZHAEORBIAERE "all” ORIOEBIZ &
STHRETHILIZARYET, BENBEICIK, "-all” XE Tall"onwFhhrnmtzLEzT, LOREFT
&, “-all” LB LTOWET DT, EROA—ILY—N—LIANSREESAIEA—ILIZ, T “fail” (3
£B) ELTH/RSZEERLTLET,

2 DKIMTOANY X—DFESHH

DKIM Tl&k, *—JLEfERFIZ "DKIM-Signature” Nw A —% A —JLIZEBIMLET, ChIFEFELT—4 L FNIC
BELEZBERSAEENET,
“DKIM-Signature” Ny Z—nfFlE, XDEBY T,

DKIM-Signature: v=1; a=rsa-sha2b6; s=brisbane; d=example. com;
c=simple/simple; g=dns/txt; i=joe@football. example. com;
h=Received:From:To:Subject:Date:Message-ID;
bh=2 jUSOHINhtVGCQWNr9Br | APreKQj06Sn7X 1k fJV0zv8=;
b=AuUoFEfDXTDKHILXSZEpZ79L | CEps6eda7W3deTVFOk4yAUog0B

4nujc7YopdGbdWLSANg6XNAZpOPr+kHxt 11 rE+NahM6L/LbvaHut
KVdkLLkpVaVVQPzeRD1009S02 | I 5Lu7rDNHEmZckBdr [ x0orEtZV
4bmp/YzhwvcubU4=;

ZLBRIE 7,7 TRYULMNIz “tagmvalue” TRINDEZITHATNRIA—A2—DEEIhET, KX TOEK
LRRIF. HOHLO RFC IZE>TERESNLTUVET,

EZRIEICEDOND /Ny P 1B E ARREESHEIME “a=" 27 TREINET, LEDOHTIE, “rsa-sha2be” A
BESNATHEY., INlENY S 2Bz SHA-256 &£ WS E, BEE7ILTUXLELTRA E0WS57LTY
ALEFATEHEEZRLTVETD,

ANYB=LINDA—=ILEXDNY Y 2fElE, "bh=" BT TREINFTT, N F—DNY V1 EERRRTEHRL
EFELBERIE b=" 2T TREINETT, ChODT—421F, ERIZHESNE=HEE S 51 basebd ARIZLo
TXFIZEBR LIt REINET,

ZOEFENIDATTIE, BLTDRAASLVOBERP. BEANRICTEIAy Z—FRGEHABREINET,




2 #&E
(MFET DEE R A A VBAFM
BRD EBY EE R A A VRN ICIFEHD AR

MR LTV ET, ThENDFRIEHETETTOT,

TRTCOBEIMEEEALEZEMORNSTEAT LI &
HETEFT, L L. BARA Y ML TIEA—ILY
—N—IZHELBEEENMABERLEDEHY ETT L.
FREEBMIZE > TA—LF—N—DBTFLEMT
5T LD LHRIBERNIBREIZRDEELHY ET,

a) SPF o F| A

HBENEHEICEATEIEDE. Ry bT—oR
— XD SPF OEER~DEATT, ZhlL, A—
IWREIZELND FAS vz LT, SPF La—R
ERETDIELICE>TEATEET, EEADA
— LT —N—[ZEENENRY ., —EFZE L= SPF
La—REzoFExExMELTRRATEES,

A—ILZEBORERAA VEEETS EHIC
%, BETRED A — LY —/N—~DEEEINANE (27
YFEFT, 2V bT—IOR—XDHEE KA A VR
MTIE. RETD IP 7 RLRAMNBIEEICHRETTD
T, BN A—IEZET DALY —N—(IZREE
MBEEMEATDLIZRYETS,

b) DK IM > %I F

EFEZLEMEFNAT S DKIM DIFEEE. A—L
DEERICBEFBELEERL KIM Ny Z—% A—
JLIZEBMNT 2 HAEOBMMNABREIZRY ET, T,
XAV T o OBRLD, BFBLEERT D120
ICHRBERMBZRE, MDD AFREE EHRIZ
BEHFLTOKEEEREIZRYET, CDi=8H, SPF
ICHERTEEROBEAIR FHAEL., FEEADE
ENMENEVNSRRICE>TUVET,

DKIM OZERE Ry hT—I R—X LRI,
nannE% 7 T’&)' li%ﬁf’&*ﬁzﬁ%ﬁﬂﬂ ﬁ\%g[:tﬁ (‘J
TT, DKIM DBEIE, A —ILAREKE T HAIEREE
MNTEDIDT, ZELTHOERENIZSEEDA—
LRy ZRIZBEESINDETHOBTA —ILAHE
ENGVDOTHNIE ZEED MIA THIREEETA
BETY,

c)EROFRME

HEODBATOERREERINIEL, EROEA
TW2 SPFIZDWT, RIERATEDHEOHHERE
AlREE LT WK =iz, EfEflco SPF La— R
DEREFHAOEME-_HDEEZONETT, KRER
TOA—LYRATLOEBREL NS OEEAEE.
BHELTWD RAS VLT, £F SPF LO—
RETETANETYT, A—ILF—EXDEREIL
T SPF LO—ROEEERASWVRRAEDT
ITHhE, 2RV M T—IR—ZADZERORILEEITS
RETT,

DKIM [2DWTIE, A—ILSZEELIDDEBALE
ZRLDOTHEILEHET 20D EMA (71—
RNy )L—7F, Topics BHR) V—IL & LTHIAT
EFETDT. KEDA—ILERXIET IR ESTEER
EITBADFEANHD EEZDNTT., ARF (Abuse
Reporting Format) OREILARE, T4 — KNy D

IL—TDEBENEBHINDIZHL, TERIAEATN
CATBEMEA B Y 9,

(2) %y b= R—ZADERARIE

Iy T = R=—ZMEE KA A VFBEEEM (SPF)
TlE, FAAMVRBEETSEROA =LY —NR—0D [P
TFRLRERALET, T0EH, A —ILEEEFTS
CIZEYBERIDOA—ILY—N—& BEIhTHEZTDE
FRASNIEEEBRICA—HS/ELTLES . LW
SHE@EARIYET,

AEBEOHBRAFEE LTE 2D0HFENFELES,

— DX F2HCHEALLEET RLAEZEEHZ D
FETT, EmERFIC, BERETTDA— LT KL RO R A A
VTHRETEETBMA TEET I ZERMTIHERET
DRAAVTRIMTDELERYETDOT EETOR
A A UASPF T L TONIEREFRIAEE R Y T, L
MU RELEA—LETRTRERBOA—LTRLA
[CEEMATEET DL EREETHRERRHICASIZT
T—A—IBERELTCLES Z LIZRY ERET L ERX
HTIL—THRETLAREEELI DY ET, TDLH. &
EEFICEEHRZIHIA LT LA ZEBOA—LY
RLREFBDOA—ILT RLRAEZFBL.ZFOA—ILT
RLRIBIZZELEA—LIFBEMICERE LR, &V
FAENABREIZGRY F£9,

E3—DDOFKRIF EETDA—ILT RLAERTA
FURMZIANTEERAA VRIEEET XIEZTDHE
REFALBVWTRZETDIEVNSIFETT, —MRIZ, A
—ILDEETT EEEFEEZTDA—L T RLRADEEE
(FIBE) ARI—TH D EMNEB LV, A —ILERE(C
KO CRIALN LK T 2541 BEE (FIAE) BHT
EBTETWRIEFTTYT, COEEE (FIAE) A A
—ILZERCEEDEETHLDA—ILERTA MY
AMZAND ZLIZKYRBIABROFEEZITR N E
WOERIRWATENIE, COMEEERET S ENT
EFETERENAAS VBIAEMIC LD T 4L 2 —F2H
LTWBEE<D ISP TR AKELZEHBBLTVWET DT,
EEE (FAE) &, RE R A VEEEMOFBIZH
EoTIE. FOLSGHBEELHE TERT I LLER
LNET,

QRIEFEBLRN—RIZBT BRI S NAE N A—)LOEIRL
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BFBRARN—RDEE R A A VFBAEHEM OKIM TlE,
DKIM S T RxF oM fFEINTVEMEEIZIE, TDR
SHERIE, TR TFAEFEELAL (none) EWNVS 2 &
ZRYET, HBDRAAVTA—ILERETIEIZ. £
TOA—=IIZDKIM S T2 F v fFESINTONILHRE
HYEGAL, FEESNhTVANEEAHDE. VT *
FoDBENA—ILICHEENHD2HDED E LW TEARL
EWSZEIZHRYET,
AEEERET =012, KIM 52 F ¥ hffE5S
NTWHEWGEDIRSZENEESE L. DKIM Author
Domain Signing Practice (DKIM ADSP) & LS Eifintd
YFET, AEMERAWSE DKIM 72 F eyt E5S
NTWEWA—ILOELMEEERT S EAAREICA

WESZIG W
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Y. DKIMOERELALYBCHRY ET, 512, DMARC
ERATD. LW HEEHYET, LHL, A—ILD
FEERRICL>TEBABIZEAGVEOREE IR
THY. SBROBFEIHEFINATVDLEDTT,

MHERIZEITT
A—ILDOEEEBFREFHTEITCLES ZLITXY,
BRLBEESNRELTHB Y. ZNOEEBA—IILDOETEX
LLBICA—LRASZ ZRERAEEEZTVES, . &
B A—LDOBEENBEENOII 2=y —> 3 VIZF
AEINZA—ILDEEBATVWAERE TEBE LXK
ICEDTHREBLREA-NWIZETCEFEEL52D &
SRR EBRELINREFLAREZITIREIANEA—IL
EFZEATELLXBTED LS 12T 2 =HIZ EEA
EZERMORATODRER A VERIRMOERE &
YESH TS RELNHY FT,



Topics : DMARC

BEIE R A URBHEBEMICIE. FY hT—IR—=XD SPF & BFELRN—RD KIM 0BEHOEMALFELTVET,
ChiE, A—ILDEEICEDFY FT—IR—XARXOBIALBOA —ILEEERELEOA—LAXDERLRLEIZLEDE
FELOAR—HAEE, ALROBRIZL>TRIANKKLIZHEATE, MAOHMNEHAT S LT, 2(RAETEHN
A—ILDOEEEFST Z EMNFREICAY FT,

DMARC (Domain-based Message Authentication, Reporting and Conformance)ld. CH DML LI=3RKTHD SPF &
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